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Abstract

Few-pixel attacks mislead a classifier by modifying a few pix-
els of an image. Their perturbation space is an ¢o-ball, which
is not convex, unlike £,-balls for p > 1. However, existing
local robustness verifiers typically scale by relying on lin-
ear bound propagation, which captures convex perturbation
spaces. We show that the convex hull of an £p-ball is the in-
tersection of its bounding box and an asymmetrically scaled
£;-like polytope. The volumes of the convex hull and this
polytope are nearly equal as the input dimension increases.
We then show a linear bound propagation that precisely com-
putes bounds over the convex hull and is significantly tighter
than bound propagations over the bounding box or our ¢; -like
polytope. This bound propagation scales the state-of-the-art
Lo verifier on its most challenging robustness benchmarks by
1.24x-7.07x, with a geometric mean of 3.16.

Code — https://github.com/YuvShap/top-t-CoVerD

Introduction

Image network classifiers are a central part of many safety-
critical systems in healthcare (Miller 2023), autonomous
driving (Hawkins 2025), and automated visual inspec-
tion (Marshall 2023). However, neural networks are suscep-
tible to adversarial example attacks (Szegedy et al. 2013).
An adversarial attack injects a small perturbation, often con-
fined to the £,,-ball of a correctly classified input, to mislead
the classifier. Local robustness (Bastani et al. 2016) is the
main safety property for showing the resilience of networks
to adversarial attacks.

Many robustness verifiers analyze the local robustness of
neural networks to perturbations in ¢.,-balls (Tjeng, Xiao,
and Tedrake 2019; Zhang et al. 2018; Miiller et al. 2021;
Gehr et al. 2018; Katz et al. 2017), ¢2-balls (Leino, Wang,
and Fredrikson 2021; Huang et al. 2021), and /1 -balls (Behl
et al. 2021; Wu and Zhang 2021). To scale, most incomplete
verifiers rely on linear bound propagation that overapprox-
imates the network’s computations with convex polytopes.
Since £,,-balls are convex for p > 1, such analysis does not
introduce overapproximation error in the perturbation space.
However, £-balls are not convex. This raises the question:
can linear bound propagation avoid introducing overapprox-
imation error in the non-convex £, perturbation space?

We mathematically characterize the convex hull of an ¢-
ball around an input z (single- or multi-channel). We show

that the convex hull is the intersection of the bounding box
of the ¢p-ball and an asymmetrically scaled ¢;-like poly-
tope. We show that the relative excess volume of this poly-
tope compared to the convex hull converges exponentially
to zero, suggesting it may be a good overapproximation for
linear bound propagation.

We then present a linear bound propagation that precisely
computes the minimum and maximum of a linear function
over an fy-ball, which coincide with those over its convex
hull. We show that the minimum and maximum of a linear
function f over an {y-ball of radius ¢ depend on the sum of
the ¢ lowest (for the minimum) or highest (for the maximum)
input entry contributions to f. This bound propagation gen-
eralizes prior bound propagations for few-pixel attacks (Chi-
ang et al. 2020; Xu et al. 2020) to any box input domain and
to multi-channel inputs. We also present a bound propaga-
tion for our ¢;-like polytope and show that the minimum
and maximum depend on the product of ¢ and the lowest or
highest input entry contribution to f. That is, this polytope
is a looser overapproximation than the convex hull, although
their volumes are very close.

We integrate our bound propagation in GPUPoly (Miiller
et al. 2021), which is repeatedly called by CoVerD (Shapira
et al. 2024), the state-of-the-art complete (exact) ¢y ro-
bustness verifier. We evaluate it over fully-connected and
convolutional classifiers, for MNIST, Fashion-MNIST, and
CIFAR-10. Our bound propagation boosts CoVerD on its
most challenging robustness benchmarks by 1.24x-7.07x,
with a geometric mean of 3.16.

In summary, our main contributions are:

* A characterization of the convex hull of ¢y perturbations.

* A linear bound propagation that precisely computes the
minimum and maximum of a linear function over an £;-
ball, which is significantly tighter than bound propaga-
tions over its bounding box or our ¢;-like polytope.

* An integration of our bound propagation in GPUPoly, for
boosting ¢y robustness verification.

Preliminaries

In this section, we provide our notation and setting.
An input 2 is in a bounded box domain D,, = [];_, [a;, b;]

if x is single-channel, or D,, = Hle(]_[?zl[al(-j), bgj)]) if x

is multi-channel. For example, an RGB image «x is in D,, =



([0,1]3)?. We denote an entry by z; fori € [v] = {1,...,v}
and a channel by 2/’ for i € [v] and j € [d].

We focus on the local robustness of a network classifier
to few-pixel attacks (Croce et al. 2022). A classifier maps
an input to a score vector over c labels: N : R¥ — R€. The
classification of an input is the label with the maximal score:
classy (z) = argmax(N(x)). An adversarial attack consid-
ers an input £ € D, and computes a small perturbation r
such that £ + r € D, and the perturbed input is classified
differently: classy (Z) # classy (Z+r). In few-pixel attacks,
the attacker is given a bound ¢ € [v] on the number of entries
that can be perturbed, which is often very small, and com-
putes 7 whose ¢y norm is at most ¢: [{¢ € [v] | r; # 0}] < t.

We consider a generalized setting in which the attacker
is limited to perturbing a subset of pixels, K C [v]. Note
that /C can be arbitrarily large, and in particular it can be [v],
as in our experiments. Since the attacker cannot perturb the
pixels in [v] \ K, given Z € D,, the effective input space is
D = [,cxlaq, bi] (and similarly for multi-channel inputs),
i.e., pixels not in /C are treated as constants. Formally, the
extension of y € Dtoy’ € D, sets y; = y;, fori € K, and
Yy, = &;, for i € [v] \ K. We abuse notation: for Z € D,, we
also write Z for its projection onto X, and for y € D, we also
write y for its extension to D,. The space of all perturbed
inputs is the ¢y-ball of Z with radius ¢:

By(@)={yeD|{i e K|y #z:}| <t}

A network N is locally robust in B () if it classifies all in-
puts the same: Yy € B} (Z). classy (Z) = classy (y). With-
out loss of generality and to simplify notations, we assume
K = [k], for k € [t,v] (though our formulation, theorems,
and bound propagations hold for any C C [v]). In partic-
ular, we write D = Hle[ai, b;]. Figure 1 (left) shows the
{y-balls of three single-channel inputs, for ¢ = 2. The figure
shows that the £o-ball is the union of (3) planes. Generally,
an £o-ball is a union of (l;) t - d-dimensional flats.

Although our focus is on robustness of image classi-
fiers, our formulation, theorems, and bound propagations
apply to other classifiers. For example, to text classifiers,
which are susceptible to word replacement attacks (Alzan-
tot et al. 2018). Given an input sentence, the attacker re-
places up to ¢t words. Technically, if the words are inde-
pendently embedded (e.g., with Word2Vec (Mikolov et al.
2013)), the problem setting is similar: given an input sen-
tence £ with v words Zi,...,Z,, the input domain is
Dy = [T (TT_ [0, 6]). where TT7_, [al”), b7 is the
bounding box of the embedding of Z; and its replacements.

The Convex Hull of /,-Balls

In this section, we characterize the convex hull of an £y-ball.

The Convex Hull for Single-Channel Inputs
In this section, we focus on a single-channel input Z.
Illustration We illustrate by considering the ¢y-ball of

z = (0,0,0) that lies in the center of D = [—1, 1]3, shown
in Figure la. The figure illustrates that the ¢yp-ball is not

convex, unlike £,-balls for p > 1. The corners Egé(f) of

the £y-ball are all inputs y € R* such that k — t of their
entries are zeros, and the other entries y; are one of the
bounds —1 or 1 (blue dots in Figure 1a). The convex hull
of the /y-ball is the smallest convex set that contains it. It
is obtained by connecting the corners Ep: ;) (Figure 1b).
We shortly provide a characterization of this convex hull.
One may wonder whether it is crucial, or whether it suffices
to overapproximate the /y-ball by a containing convex set
that can be analyzed by existing robustness verifiers. For ex-
ample, most verifiers are designed for box neighborhoods.
Thus, one may attempt verifying local robustness in an £-
ball by overapproximating it with its bounding box, whose
boundary contains the corners of the fy-ball, and checking
robustness in this box. However, this box equals the input
space D. For large k, the network is not locally robust in
D (e.g., for k = v, it is not robust since the network does
not classify all inputs the same). Thus, this approach usu-
ally fails for large k. Instead, one may overapproximate the
£y-ball with the tightest convex ¢,,-ball, which is the ¢;-ball:
{y € R* | ||ly|l <t} (Zass and Shashua 2006; Baninajjar,
Rezine, and Aminifar 2024), and submit it to an ¢;-ball ro-
bustness verifier (Behl et al. 2021). However, the ¢ -ball has
sharp corners whose ¢, distance from D can be very high
(Figure 1c). This overapproximation error can fail the veri-
fication. Our first theorem shows that, in the case where T
is in the center of D, the convex hull of the fy-ball of Z is
the intersection of D and the ¢;-ball. Figure 1c shows D (in
green) and the /1-ball with radius ¢ = 2 (in blue).

General case We next present our characterization for the
general case where £ may not be in the center of D, e.g.,
the Z in Figures 1d and 1g (the black dot). In this case, the
corners Ept ;) (the blue dots) are inputs y € R* such that
k—t of their entries y; are Z;, and the other entries y; are one
of the bounds a; or b; (which may be equal to z;, e.g., Fig-
ure 1g). We note that, unlike the simpler case, it can happen
that an input y is not a corner even if it has & — ¢ entries
y; = ¥; and its other entries y; are a; or b; (red dots and =
itself in Figure 1g). The convex hull is obtained by connect-
ing the corners Ep; (5 (Figures le and Th). We show that
it equals the intersection of D and an asymmetrically scaled
{1-ball around z. To define this polytope, we first define the
asymmetrically scaled i distance, for i € [k]. It measures
how far y; is from z;: if y; = Z;, this distance is zero, other-
wise if ; is one of the bounds a; or b;, this distance is one,
and otherwise this distance is proportional to the distance
between x; and the bound that is closer to y; (than to ;).
Formally, the asymmetrically scaled ¢ distance from input y
to z is the difference of their ™ entries normalized by the
distance of ; and the bound b,, if y; > T;, or a;, if y; < T;:

_ _Z/z‘ — Ty _ (1)
l{yi>§%}(bi - xl) + 1{yi<fi}(ai - xl)

We omit a; and b; to simplify notation. We define 6% (y) = 0,
if y; = Z; (when the numerator and denominator are 0) and
8i(y) = oo, if #; = b; and y; > 7; orif Z; = a; and y; < Z;
(when the denominator is 0). Thus, 65(y) € [0,00]. If y €
D, then 6% (y) € [0, 1], since for y; = Z;, 0% (y) = 0, and for

6;,(1,5 ,bi (y)



(g) The £p-ball of Z = (0,1, —1).

Figure 1: Illustration of the perturbation space, for D = Hle [a;, b;] =

(h) The convex hull of the £y-ball.

() The intersection of D & B ().

(i) The intersection of D & BY ().

[~1,1]® and t = 2. Left: The £y-ball of an input Z,

Bb(z). Middle: Its convex hull. Right: The convex hull as the intersection of D and an ¢;-like polytope (Theorem 1), Bi(z) =
{y e R¥| ZZ 1 0% (y) <t} (see Equation (1)). The plots show Z as a black dot and the corners of the £,-ball as blue dots.

i(y) = 1. As an example consider

Yi € {a“b } \ {jz}

lai,b)] = [-1,1] and y; = 0.3. For Z; = 0 (the center),
6L (y) = 0.3. For z; = 0.7, 8t (y )—%:0.235

The asymmetrically scaled {,-ball Bt (Z) is the set of in-
puts whose sum over all asymmetrically scaled ¢ distances
from z (Equation (1)) is at most ¢:

(f):{yERMZW ) <t}

i=1

Note that B (z) is defined over y € R (unlike Bf(Z), de-
fined over y € D), because it generalizes the ¢;-ball, defined

over y € R¥. Figures If and 1i exemplify Bt( ) (in blue).

Theorem We next state and prove our main theorem,
which characterizes the convex hull of an £y-ball. In the fol-
lowing, we denote by Conv(.S) the convex hull of a set S.

Theorem 1. Conv(B5(z)) = D N Bt (z).

Proof.

e Conv(Bt(z)) C DNB: (z): By definition, B, (z) C D and
Bt(z) C Bt (z). Hence, Bl,(z) C DNBL(z). Since Conu(-)
is monotone with respect to set inclusion, Conv(Bf(z)) C

Conv(D N Bi(Z)). The set D is convex (as a box) and the
set Bt (z) is convex (by Lemma 1, appendix) and thus so is
D N B (). Thus, Conv(BE(z)) C DN B (@).

e DNBL(Z) C Conv(BL(Z)): The sets D and B’ (Z) are con-
vex and compact (as a box or by Lemma 1, appendlx), and

thus so is DN B (z). By the Krein-Milman Theorem (Rock-
afellar 1997), a compact convex set is the convex hull of its

extreme points. Thus, D N Bt (z) = Conv(En), where En

is the set of extreme points of DN B (z). Since En C B (z)
(Lemma 2, appendix), Conv(En) C Conv(B§(Z)). O

VoluIEes We next study the volumes of the convex hull,
DN Bt (z), and B () (the volume of D is Hl 1(bi = a;)).
We show that the relative excess volume of Bt () compared

to DN Bt( ) converges exponentially to 0 as k increases.
We begin by providing closed-form expressions for these
volumes, which depend only on D and ¢ (not on the input
Z). In particular, this implies that the volumes of the convex
hulls shown in Figures 1b, 1e and 1h are equal.

Theorem 2. 1. vol(B!(z)) = I(D) L
2. vol(D N BL(z)) = vol(D )tk— E (



Proof outline (proof is in the appendix). We partition [37{ (Z)
and DN Bt t(z) into 2" parts, one for each orthant. Each part
is a scaled version of Ay, = {z € [0,00)% | YF_, 2, <t}
for BL(z) and [0,1]% N Ay, for D N Bi(z). It is known
that vol(Ay ;) = % Thus, summing over the scaled vol-
umes yields vol(B (z)) = vol(D)% (proving bullet 1) and
vol(DNBL(z)) = vol(D) -vol(Ay,, N[0, 1]¥). We show that
vol(Ay+ N [0,1]%) is equal to the cumulative distribution
function (CDF) of the Irwin—Hall distribution (Irwin 1927,
Hall 1927) evaluated at ¢, which is & >>'—! (—1)7(¥)(1 -
%)k (proving bullet 2). Technically, to compute the volume,

we compute the probability that a uniformly sampled input
from [0, 1]¥ lies in Ay, i.e., that the sum of its entries is at

most ¢, and multiply it by vol([0, 1]¥) = 1. This probability
is obtained by evaluating the Irwin-Hall CDF at t. 0

Excess volumes We next compare the volume of the con-
vex hull to D and to B! (z). To shorten notation, we write
vol(D N BY(Z)) = vol(BL(Z)) Yt rok,ts Where ¢,y =
(=1)" (%) (1 — %)k, forr € {0,...,t—1}. Note that ;.. ; =
1, for r = 0, and ¢, 1+ converges exponentially to 0 as k

increases, for 7 > 0. The relative excess volume of Bt (Z):

- Zr 1 Crk,t
1 + Zr:l Cr k.t

vol(Bi (z) \ (DN B! (7)) _
vol(D N gf (7))

This expression is asymptotically negligible because the nu-
merator approaches 0 and the denominator approaches 1.
The relative excess volume of D is:

t—1

wl(D\ (DN By() _ B = i ev
vol(D N Bt( ) 1+ 21;11 Cr kit

This expression goes to infinity, since f—k' diverges with k.
Figure 2 illustrates this behavior for different values of ¢. It
shows that for very small values of k, the relative excess vol-
ume of D is very small, but for £ > 20 it is very large (as
context, for MNIST images & = 784). In contrast, the rela-

tive excess volume of Bt (Z) converges to zero very quickly.

The Convex Hull for Multi-Channel Inputs

In this section, we focus on a multi-channel input . In this
setting, the attacker chooses ¢ entries z; to perturb across all
their channels (overall, ¢ - d values). To characterize the con-
vex hull, we extend our definitions to multi-channel inputs.
The asymmetrically scaled (i, j) distance from y to Z is:
yZ(J) o a—:Z(J)

,fgj)) + 1y<-7‘> (])( (@ —Z(J))

57 (y) = -
1yf”>a§§j) (b,(»J)

This definition is identical to &% (y), but over a channel y*’,
fori € [k],j € [d]. We extend the asymmetrically scaled
£1-ball to the set of inputs whose sum, over all entries ¢,
of the maximal asymmetrically scaled (¢, j) distances across

vol(BY{(x) \ (D n Bi{(x)))
vol(D n B{(x))

Ratio

vol(D \ (D n B (%))
vol(D n B (X))

0 10 20 30 40 50

Figure 2: The relative excess volumes.

all channels j is at most ¢. Since the sum is over maximal
values, we denote it B] _(Z):

Bt (7)={ye R | Zmaxé <t}

This definition is identical to Bt (Z), except that it is over the
maximal §.” (y). Like Theorem 1, we show that the convex
hull of Bf () is the intersection of D and Bf  (%):

Theorem 3. Conv(BS(z)) = DN B} (%)

The proof is identical to the proof of Theorem 1, except
that it relies on Lemmas 3 and 4 (provided in the appendix),
which extend Lemmas 1 and 2 to multi-channel inputs. The
appendix also shows Theorem 4, which extends Theorem 2
to multi-channel inputs and implies a a similar trend for the
relative excess volumes.

Bound Propagations

In this section, we introduce linear bound propagation meth-
ods for local robustness verification over an £y-ball. We be-
gin with background, including bound propagation over a
box domain. Then, we present an equivalent formulation for
the box domain, which we build on in our subsequent bound
propagations. Next, we present bound propagations over an
{y-ball and over an asymmetrically scaled ¢ -ball. Lastly, we
extend them to multi-channel inputs and compare them.

Background

Bound propagation is a central component in many neural
network verifiers (e.g., Zhang et al. (2018); Miiller et al.
(2021); Singh et al. (2019)). This technique bounds every
neuron n within a real-valued interval [I,u] € R2. These
bounds allow the verifier to efficiently check properties (i.e.,
constraints over the network’s inputs and outputs) as well as
to tighten linear relaxations of the network’s computations,
which reduce the verification time.

To obtain a lower bound [ for a neuron n, a verifier com-
putes an affine function that lower bounds the computa-
tion of n and computes its minimum. To shorten notations,
we assume that the affine function is linear. Formally, for
single-channel inputs, a verifier computes a linear function

over the network’s inputs y — Zle w;y;, for w; € R,
lower bounding 7 in the property’s input subspace Z C R¥:



Yy € Z. n(y) > Zle w;y;. It then computes the mini-

mum: | = minyez Zle w;y;, based on the shape of Z.
Commonly, 7 is a box domain (shortly described). Similarly,
an upper bound u of n is obtained by computing a linear
function that upper bounds the computation of n and com-
puting its maximum. The linear functions are computed by
linear relaxation to the nonlinear activation functions (e.g.,
ReLU). Our bound propagation is orthogonal to the linear
relaxation computation. In particular, it is applicable to re-
laxations computed by a backward pass (e.g., Zhang et al.
(2018); Singh et al. (2019)), a forward pass (e.g., Wang et al.
(2018a,b)), or a hybrid pass (e.g., Kouvaros et al. (2025)).

Bound propagation for a box domain Consider a neuron
n whose computation is lower bounded by y — Zle W;Y;
foryeZI=D= Hle [a;, b;]. In the box domain, it is easy
to define an input y obtaining the minimum: every entry y;
is on the boundaries, a; or b;, depending on the sign of w;.
Formally, y; = a; if w; > 0, or y; = b; otherwise.

Equivalent Bound Propagation for a Box Domain

We begin with an equivalent formulation of bound propaga-
tion over the box domain, to allow a unified formulation for
all bound propagations and simplify their extension to multi-
channel inputs (shown later). Our formulations are defined
over the minimum and maximum input entry contributions.
Givenz € D = Hle [a;,b;] and y — Zle W;Y;, We
write: Zle wiY; = Zle w;iT; + Z?:l w;(y; — Z;). Note
that the minimum and maximum of this linear function over
y € Z depend only on the second sum (the first sum is fixed).
We define the minimum input entry contribution of i € [k]:

d; = min(w;(b; — 7;), wi(a; — z;)),

which lower bounds the term w; - (y; — Z;), for y; € [a;, b;].
We define the maximum input entry contribution of i € [k]:

d;“ = max(w;(b; — &;), w;(a; — Z;)),

which upper bounds w; - (y; — Z;), for y; € [a;, b;]. Note that
d; <0andd; > 0.

Given this notation, if n’s function is lower bounded by
Y = Zle w;y; for y € T = D, the lower bound depends
on the sum of all d; :

k k k
{ = min E wiY; = E w;T; + E d;
yeD « ‘ ‘
i=1 =1 =1

If n’s function is upper bounded by y — Zle w;y; for
y € D, the upper bound depends on the sum of all dl'.":

k k k
U = max E WiY; = g w;T; + E d?‘
yeD < ‘ ‘
i=1 i=1 =1

Example Figure 3 shows a network with inputs y;, y2, y3
and an output o;. The weights are on the edges and the bias
of 07 is above it. The neurons n1,ns, 01 compute the sum
of their bias and the products of their inputs and respective

D:[-12,12]
BY : [~10.6,9.55]
Bt : [~19.15,9.95]

B : [0.05,31.15]

Bt : [0.75, 34.60]
B : [~7,7.95]

Bt : [~7.25,8.75]

Figure 3: The three approaches for bound propagation over
Bt (z), where 7 = (—0.3,0,0.65), D = [—1,1]3,and t = 2.

weights. The neurons ReLU;, ReLU; compute the activa-
tion function ReLU;(n;) = max(0, n;). Our goal is to prove
01 > 0 for every input in the ¢y-ball of z = (—0.3,0,0.65),
for D = [~1,1]® and t = 2 (Figure 1d). The box bound
propagation overapproximates the fp-ball by its bounding
box D (although B(Z) is significantly smaller). That is,
y; € [—1,1] for i € [3]. Then, a linear relaxation lower
and upper bounds every neuron by linear functions. In this
example, we use the linear relaxations of ReLU proposed
by Zhang et al. (2018); Singh et al. (2019). Then, the box
bound propagation computes the minimum and maximum of
these linear functions, as described. This results in the inter-
vals marked by D in Figure 3. For example, the linear func-
tions bounding n; are exactly its function (since it is linear):
2-y; —3-y2+ 7 ys. Since 7 = (—0.3,0,0.65) € [-1,1]3,
we getd; = min(2-(1+0.3),2-(-1+0.3)) = —1.4 and
similarly d5 = —3, d5 = —11.55. Thus, its lower bound is:
min 21 =3 Y2 +7-ys =
(y1,92,y3)€[—1,1]3
3.95

(2-(=0.3) —3-0+7-0.65) —1.4 — 3 — 11.55 = —12

Since the box bound propagation computes 01 € [—1, 32], it
cannot show that the property o; > 0 holds.

Bound Propagation for an /y-Ball

We next show a bound propagation that precisely captures
an ¢y-ball input subspace. That is, it computes the minimum
and maximum of a linear function over an ¢p-ball, which
coincide with those over its convex hull. We call it fop-t,
since it relies on the fop-t input entry contributions. This idea
has been proposed by Chiang et al. (2020); Xu et al. (2020),
however they assume D = [0, 1] and single-channel inputs.

As before, the goal is to compute the minimum of a neu-
ron n whose function is lower bounded by y — Zle W;Yi.
Again, we write Zle w;T; + Zle w;(y; — Z;), however
at least k — t of the terms in the second sum are O since
y € Bi(z). Recall that w;(y; — z;) > d; , for y; € [ai, b;].



Since at most ¢ entries are not 0, the second sum is lower
bounded by the sum of the ¢ lowest d . Thus, we sort them
in a non-decreasing order, d; < d; <---<d, . The min-

imum is obtained by y where Y, is: (1) ay, if i € [t] and
wy, > 0,(2) by, ifi € [t] and wy, < 0, and (3) 7y, if i ¢ [t].
The lower bound is:

k
L= 2 i = (Zwm> (A o d)

Similarly, the upper bound depends on the ¢ highest dj':

k k
w = max WY = wiE; |+ (df + -+ df
s, = (32 ) ( )

for the non-increasing series clJr > dJr > > d;fk of dj.

Example The intervals marked by B in Figure 3 show the
top-t bound propagation. For n;, we showed d; = —1.4,
dy = —3,d; = —11.55. Thus, its ¢ = 2 lowest values are
dy and d3 and its lower bound is: min, e s (z) Zle W Y; =
395 — 3 — 11.55 = —10.6. In this example, 0; €
[0.05, 31.15], thus top-t successfully proves o; > 0.

Observation 1. The top-t bound propagation computes the
minimum and maximum over BY(z) and over its convex hull.

This follows since the minimum and maximum of a linear
function over a compact set (in our setting, B (Z)) are equal
to those over its convex hull. Namely, linear bound propaga-
tion over a non-convex perturbation space or over its convex
hull are the same. Thus, the top-t bound propagation over

B (z) coincides with the same propagation over DN B! (z).

Bound Propagation for 55 ()

We next define the t-times-top bound propagation over a

g’{ (Z) input subspace. The goal is to contrast it with the top-t
bound propagation, since Theorem 2 shows that the volumes

of Bt (z) and D N B (z) are almost the same, for large k.
As before, we write Zle w;T; + Zle w;(y; — ), for
y € BY(z), and define its minimum. By definition of 0% (y):

wi(ys — Z;) =

>d;

Thus, 27 L wi(yi—%;) > Zf 1cféi( ). Since 6% (y) > 0,

Zz ldz 6l( ) > dl1 Zz 1 :v( ) fOI'd - min’ie[k] d;
Since d;, <0Oandy € Bt (z): dy, DO w( ) > d;_ -t. This
mlmmum is obtained by y where y;, = 7, for ¢ 7é 1, and
Y, =Ty, +t-(c—Zy,), forc = ay, if wy, >0, and ¢ = by,
otherwise. Thus, the lower bound depends on the product of
t and the lowest d; and is equal to:

k
= min szyl = (Zw1x2> —l—t~d;1
i=1

yGBt

Similarly, the upper bound depends on the product of ¢
and the highest d;f:

k
u= max szyq = (Z w@z) +t'd:fl
i—1

yEB (f)z 1

Example The intervals marked by g§ in Figure 3 show

the t-times-top bound propagation. For ni, the minimum

of di = —1.4,d, = —3,d; = —11.55is d3 . Thus, its
L k

lower bound is ming g ;) Do Wiy =3.95—2-11.55 =

—19.15. This bound propagation cannot prove o; > 0.

Multi-Channel Inputs

Our formulation of the bound propagations as functions of
the input entry contributions d; and d;" naturally extends
to multi-channel inputs. In this setting, given i € [k], d;

and dJr sum over all channels’ contributions. Given £ € D

and a linear function y — Y% ZJ Ly,

d; = Ed 1m1n( (J)(b(J _ (J)) wl( )( z('J) _iz(‘j))) and
d+ Z] . max(w (J)(b(J) —EJ))7 l(])(agj) - fgj))) The
lower and upper bounds of all bound propagations are the
same as for single-channel inputs, except that the first sum

is Zl 1zj7 (J) (J)

Comparison

we define

Our formulation explains why a bound propagation over the
{y-ball is tighter than over our ¢;-like polytope or D. All
bound propagations have a shared term (i.e., Zle W T,
for single-channel inputs) and they differ in the term they
add: for the lower bound, top-t¢ adds the sum of the ¢ lowest
minimum input entry contributions, while ¢-times-top adds
the product of ¢ and the lowest minimum contribution, and
the box bound propagation adds the sum of all minimum
contributions (and similarly for the upper bound). The ¢-
times-top and box bound propagations are incomparable for
t > 1, because ¢ times the top-1 value can be smaller or
greater than the sum of all values. For example, in Figure 3,
the box bound propagation has a tighter lower bound of n
than ¢-times-top, but a looser upper bound. The theoretical
time complexity of our bound propagations is linear in k, for
single-channel inputs, or k - d, for multi-channel inputs, like
the common box bound propagation. In practice, the bound
propagations run on a GPU, which affects the complexity
(described in the appendix).

Evaluation

In this section, we evaluate the top-t bound propagation.
We empirically show that top-t is more precise than the
other bound propagations for ¢y-balls and that it significantly
boosts CoVerD, the state-of-the-art £y robustness verifier.

Setup We extended GPUPoly (Miiller et al. 2021), which
CoVerD calls a large number of times (sometimes 10°).
GPUPoly verifies using box bound propagation with the lin-
ear relaxation of Singh et al. (2019). We extended it with



Dataset Network #CC #R top-t-GP
MNIST 6 x 200_.PGD 99 97 94
ConvSmall 98 95 36
ConvSmallPGD 94 93 57
ConvMedPGD 99 94 43
ConvBig 97 94 0
Fashion ConvSmallPGD 83 75 0
ConvMedPGD 86 83 0
CIFAR-10  ConvSmallPGD 70 61 0

Table 1: The number of verified £y-balls for ¢ = 1.

our bound propagations: top-¢ (called top-t—-GP) and t-
times-top (-t imes—top—GP). The implementation is de-
scribed in the appendix, which also shows that the running
time of top—t—-GP is similar to GPUPoly. We ran experi-
ments on a dual AMD EPYC 7713 server with 2TB RAM
and eight A100 GPUs. We consider the same image classi-
fiers as CoVerD, for MNIST (LeCun et al. 1998), Fashion-
MNIST (Xiao, Rasul, and Vollgraf 2017), and CIFAR-
10 (Krizhevsky 2009). MNIST and Fashion-MNIST consist
of single-channel images (grayscale) and CIFAR-10 consists
of three-channel images (RGB). The network architectures
are provided in ERAN (ETH SRI Lab 2019).

Bound propagation only GPUPoly cannot directly prove
robustness for ¢y-balls, since it runs box bound propaga-
tion and thus requires to overapproximate an ¢y-ball with
its bounding box. However, the bounding box is D,, and net-
works are not robust in D, since not all inputs are classified
the same. Although t op—t-GP improves GPUPoly’s preci-
sion for {y-balls, we next show that it is still typically not
precise enough to prove robustness in an £y-ball where all
pixels can be perturbed (i.e., K = [v]). We show that even
for t = 1 (the smallest £y-ball), it often loses too much pre-
cision to prove robustness. In this experiment, for each net-
work, we consider the first 100 images from its test set. For
each image, we check whether the network classifies it cor-
rectly. If so, we run top—t-GP for its {yp-ball with ¢t = 1.
Table 1 shows the number of images that are correctly clas-
sified (# CC), the number of robust /y-balls (# R), and the
number of /y-balls that t op—t—GP verifies. We obtain the
number of robust ¢y-balls from Calzone (Shapira, Avneri,
and Drachsler-Cohen 2023), a complete (exact) verifier for
{y-balls. The table shows that except for MNIST classifiers,
top-t—GP cannot verify even a single ¢yp-ball. These re-
sults imply that t op—t—GP cannot, on its own, prove robust-
ness in £o-balls with K = [v]. However, we later show that
it boosts CoVerD, which does prove robustness in £y-balls
with I = [v]. CoVerD decomposes the verification task into
multiple robustness verification tasks over {y-balls defined
over subsets of pixels (X C [v]) whose size is at most 200 (a
more detailed description is provided later). The next exper-
iment explains why t op—t-GP boosts CoVerD.

Bound propagation comparison We next show that
top-t-GP is more precise than the other bound propaga-
tions for verifying robustness in £y-balls over subsets of pix-
els (|| < v). We consider three networks, three respective
images, k € [200], and ¢ € [6]. For each network, image,
and k, we randomly sample 500 subsets S C [v] of size
k and let each bound propagation verify robustness in the
neighborhood Bf(zZ) where K = S, for each ¢. Figure 4
shows the success rate (the ratio of B{(Z) proven robust out
of all 500 analyzed) as a function of &, for each approach
and each ¢. The results show that t op—t—GP’s success rate
is never lower than GPUPoly (with the box bound propaga-
tion) and often improves it, especially for small ¢ or large
k. It is also significantly better than t—t imes—top—GP for
t > 1, despite the negligible volume difference shown in
Theorem 2. In fact, for ¢ > 4, even the box bound propaga-
tion is better than t—t imes—t op—GP, although the volume

of BL(Z) is significantly smaller than D (for large k). This
shows that bound propagation highly depends on the shape
of the property’s input subspace and not only on its volume.

Boosting ¢ certification Lastly, we show that t op—t—GP
boosts the performance of CoVerD (Shapira et al. 2024),
which verifies robustness in £j-balls where all pixels can be
perturbed (X = [v]). CoVerD is a sound and complete lo-
cal robustness verifier for ¢y-balls. It is the state-of-the-art,
improving Calzone (Shapira, Avneri, and Drachsler-Cohen
2023), which in turn outperforms a MILP-based verification.
A naive verifier would submit (}) box neighborhoods to a
verifier (e.g., GPUPoly) and determine robustness if all are
robust. However, verifying (1’) neighborhoods is infeasible
for ¢t > 2. Instead, CoVerD defines sets Sq,..., Sk of size k
that cover all subsets of ¢ pixels over [v]. For each .S, it sub-
mits the box neighborhood {y € D, | Vi ¢ S, : y; = T;} to
GPUPoly. If it is robust, CoVerD continues to .S, 1; oth-
erwise, it refines .S, to smaller subsets and submits their
neighborhoods to GPUPoly. Generally, the larger the sets
S, whose neighborhoods are proven robust, the fewer calls
to GPUPoly. With top-t-GP, CoVerD can submit B§(z)
where IC = S,.. Also, since top—t-GP has higher success
rate than GPUPoly for large k (Figure 4), CoVerD can verify
significantly larger sets .S, which boosts its performance.
We evaluate on the most challenging benchmarks of
CoVerD: for each network, we focus on the largest evalu-
ated ¢t. The appendix includes experiments over less chal-
lenging benchmarks of CoVerD. We ran the latest version
of CoVerD, with the original hyper-parameters, except that
we ran with five MILP instances. We used eight GPUs, as in
CoVerD’s experiments (the running time decreases roughly
linearly with the number of GPUs). The timeout of each
verifier is five hours for each fy-ball. Since CoVerD relies
on random choices, we repeat each experiment three times
with different seeds to show that our speedup is independent
of the choice of seed. Figure 5 reports the average execu-
tion time and standard deviation. Each plot corresponds to
a network. A pair of bars corresponds to an {y-ball where
each bar shows the execution time in minutes (the y-axis),
for CoVerD and ours (CoVerD + top-t-GP). The hori-
zontal line marks the timeout. Bars reaching this line in-
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Figure 4: The success rate of the three bound propagations over B (z) for different choices of K C [v], as a function of k = |K|.
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Figure 5: CoVerD + t op—t—GP compared to CoVerD on its most challenging benchmarks.

dicate timeouts, in all three runs. For a single £y-ball, one
run of CoVerD out of three reached the timeout (denoted
by *) and is excluded from its average and standard de-
viation. The x-axis begins with the unsafe {y-balls (non-
robust), if they exist, followed by the robust {y-balls. One
plot also has a timeout instance (70). Within each group,
the {y-balls are sorted by the execution time of CoVerD
to better visualize the time differences. Below each group,
we show the ratio between the sums of the average execu-
tion times of CoVerD and ours, excluding {y-balls where
CoVerD timed out in all three runs. The results show that
top—t-GP boosts CoVerD’s performance on its robustness
benchmarks by 1.24x-7.07x, with a geometric mean of 3.16.
It is sometimes slower than CoVerD, but only when both ver-
ifiers terminate within minutes (as opposed to hours in the
more challenging ¢y-balls). In the appendix, we demonstrate
that CoVerD + t—times-top—GP is substantially slower
than our approach, consistent with the results in Figure 4.

Related Work

Many verifiers analyze the local robustness of neural net-
works over convex perturbation spaces, e.g., {,-balls for
p > 1 (Tjeng, Xiao, and Tedrake 2019; Zhang et al. 2018;
Miiller et al. 2021; Gehr et al. 2018; Katz et al. 2017; Leino,
Wang, and Fredrikson 2021; Huang et al. 2021; Behl et al.
2021; Wu and Zhang 2021), where many rely on bound
propagation and convex relaxations to scale. Chiang et al.
(2020); Xu et al. (2020) propose bound propagation for £,-
balls, which is similar to ours but is limited to single-channel

inputs over [0, 1]”. Our experiments show that this bound
propagation often fails to prove robustness even when only
a single pixel can be perturbed (i.e., ¢ = 1). Behl et al. (2021)
propose a tight bound propagation for simplex input spaces.
Though it can precisely capture our asymmetrically scaled
£1-ball, it currently does not support the intersection with a
box, required to precisely capture the convex hull. Jia et al.
(2019) verify robustness to word substitutions using interval
bound propagation (IBP), where ¢ = v. Huang et al. (2019)
propose IBP for ¢ < v. They overapproximate the convex
hull of the £y-ball with a simplex and say that manipulating
their convex hull is infeasible (whereas we explicitly charac-
terize ours). For a similar setting, Xu et al. (2020) verify us-
ing dynamic programming. Chiang et al. (2020); Levine and
Feizi (2020) propose certified defenses against patch attacks,
where the attacker perturbs a subset of pixels within a con-
tiguous region. In contrast, we focus on few-pixel attacks,
where the attacker can perturb any subset of pixels, and the
allowed number of perturbed pixels is typically smaller than
that in patch attacks.

Conclusion

We show that the convex hull of an £y-ball is the intersection
of its bounding box and an /;-like polytope. We present a
bound propagation over an £y-ball, tighter than bound prop-
agations over its bounding box or the ¢;-like polytope. It
boosts the analysis of a neural network robustness verifier
for /y-balls by 1.24x-7.07x, with a geometric mean of 3.16,
on its most challenging robustness benchmarks.
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Proofs
Lemma 1. B(x) is convex and compact.

Proof. Convexity: Let y,y' € Bi(z) and A € (0,1). We
prove that for z = Ay + (1 — \)y/, we have z € B!(z). We
show it by proving:

To this end, we prove that §%(z) < AdL(y) + (1 — A\)dL(y)
for all i € [k]. We split to cases. If z; = Z;, then 65(2) = 0
and the claim holds. Otherwise, z; # Z;. If y; = y}, then
% = yi — ol and 50 81 (2) = AL (y) + (1 — A)oi(y), and
the claim holds. Otherwise, y; # y.. Assume without loss of
generality that z; > Z; and y; > vy (and thus y; > z; > v,
since A € (0,1)). If y} > Z;, we have:

zi—T; = MY+ (L=Ny; —Z; = My — i) + (1) (y; — ;)
By dividing by b; — &;, we get:
05(2) < Mg (y) + (1= N)o5(y)

because y;, z;,y, > %; and their denominators in 6% (y),
dL(2), 6L(y') are all b; — Z;. This proves the claim. Oth-
erwise, in case y; < Z;, we have:

+ (1= Ny; — i
N (i — Zi) < My — T4)

By dividing by b; — Z;, we get: 65(2) < A6i(y), because
Yi, 2 > T; and their denominators in 6% (y) and 6% (2) are
both b; — Z;. This proves the claim.

Compactness: We decompose B () into 2* orthants:

U {yeBi@|vielk:

2 — T = AYi
=AMyi — i) + (1 -

si(yi — T;) > 0}

Since a finite union of compact sets is compact, we prove
that every orthant is compact. We denote the orthant of fixed
S1,. ..,k by:

Bl (@)oo = {y € BI() | Vi € [K] : 50(y; — 7;) 2 0}

We remind that B%(z) = {y € R¥ | Y5 6i(y) < t} and
7 — Yi =T

0z(y) = T (T B Vo ey Consider the set
of inputs within the first orthant of the ¢;-ball with radius
t: Ay = {z € [0,00)" | Zle z; < t}, which is com-
pact. We show that A, ; can be transformed to B (Z)s, .. s,
with an affine transformation (which in particular is contin-
uous) and thus B} (Z)s, .. s, is compact as a continuous im-
age of a compact set. The affine transformation from Ay ;
to Bi(j)sl,...,sk is: Yi = (bz — J_?i) - Zi + Ty, if S; = 1, and
yi = (a; —Z;)-2;+I;, if s; = —1. This concludes the proof.

O

Lemma 2. En, C BY(z), where Ep is the extreme points of
DN B (z).

Proof. We show that Ep is contained in a subset of B§(7)
consisting of all inputs z with at least k — ¢ entries z; = T;
and the other entries are the bounds a; or b;:

k
{z € H{ai,@-,bi} | [{i € [k] | zi # 2} <t}

Lety € En. We show: (1) y € T["_,{a;, Z;,b;} and (2) if

y € Hle{aiji7bi}, then |{i € [k] : y; # Z;}| < t.
Proof for (2): Since y € En C Bt (Z), we get ZZ L8 (y) <

t. Since y € Hle{ai,ji, b;}, for every i, either y; = Z;
and 6. (y) = 0 or y; € {a;,b;} and then 6.(y) = 1. Thus,
[{i € [k]:y;i # T} < ¢.

Proof for (1): Assume to the contrary that there exists [ such
that y; ¢ {a;,Z;, b }. Since y € En C D, we have 6% (y) €
[0,1] for every i € [k]. As y; ¢ {a;, Ty, b} we also have
5L (y) € (0,1). We show that in this case ¥ is a convex com-
bination of two different inputs y y" € DN BL(Z) and thus
y cannot be an extreme point, in contradlctlon We define
these two points symmetrically, i.e., y = 0.5(y'+y"). We re-

mind that since y € E C BL(z), we have ZZ 10k (y) <
Accordingly, we split to cases:

« S°F 6i(y) < t: In this case, y is within B (Z) (not on
its boundary). We identify a small value that can be added
and subtracted from y; such that the new inputs do not
cross Z; (possible since y; # Z; and thus 64 (y) > 0), do
not cross the bound that is closer to y; than to Z; (possible
since y; # a;,b; and thus 6L (y) < 1) and do not cross

the boundary of B () (p0s51ble since Zz 105 (y) < ).
Formally, v’ =y + ¢ -v;and y” = y — ¢ - v; for:

v = (Lyy sz, (b — 1) + Ly <z (@ — 21))e

where e; is the standard unit vector with 1 at entry / and
0 elsewhere, and

k

e =min{6(y),1 - oL(y), t — > _ 6i(y)}

i=1

As e > 0 and v; is not the zero vector (since y; lies strictly
between Z; and one of the bounds a; or b;) we have 3’ #
y"" and by the construction y/, y"” € D N B (Z).

. Zle 6i(y) = t: In this case, y is on the boundary
of B! (z). We show there is another index m such that
Ym ¢ {@m,Zm, b} and identify small values that can
be added and subtracted from ¥, y,,, such that the new
inputs do not cross ¥, Z,, (possible since y; # Ty, Ym #
T, and thus 0L (y), 67 (y) > 0), do not cross the bound
that is closer to y; and ¥, than to Zz; and Z,, (pos-
sible since y; # a;,b; and Y, F# G, b and thus
8L (y), 67 (y) < 1) and remain on the boundary of BY(z).
We have 0% (y) € (0,1) and since 5, 0% (y) = ¢ for an
integer ¢, there must be m # [ such that §7*(y) € (0,1),
and Y, & {@m,Tm,bm}. We define v/ = y + € - v
and ¥ = y — € - vy, Where vy, changes coordinates
[ and m in a scaled complementary manner to preserve



Zl 10 (y) = t, formally vy, = v, — vy, for:
o= (Lgy>zy (b — 20)
+ 1y <z — 7)) e

and similarly:

Um = (1{ym>im}(bm - -fm)
+ 1y <z} (@m — Tm)) - €m
and:

e = min{d(y), 1 - 05(y), 67" (y), 1 — 67 (y)}

As € > 0 and vy, is not the zero vector we have y’ # 3"
and by the construction v/, y” € D N B (z).

Theorem 2. 1. vol(B.(z)) = vol(D ) L
2. vol(DN Bi(z)) = vol(D)’;—! Sz

Proof. We decompose B! (Z) into 2* orthants:

U {veBi@|vieclk:

s1,...,sp€{£1}

si(y; — ;) > 0}

where the intersection of difference sets in this union has
zero volume. We next determine the volume of a single or-

thant, with a fixed sy, ..., s, denoted by gf (T)sy,....on £

{y € Bi(z) | Vie [k : sz(yl 7;) > 0}. We remind that
Bi(®) = {y € R¥ | X0, 6i(y) < ¢} and di(y) =

Yi—Tq .
S (e B Vo e B Consider the set of inputs
within the first orthant of the ¢;-ball with radius ¢: Ay, =

{2z € ]0,00)" | Zle z; < t}. It is known that vol(Ay ;) =

tk—k!. We next transform Ay ; to Bi(Z)s, . s, by a change
of variables: y; = (b; — ;) - 2z; + T, if s; = 1, and
yi = (a; — &;) - z; + T;, if s; = —1. The change of variables
shows that every axis z; is scaled by |b; — Z;|, if s; = 1, or
by |a; — Z;|, if s; = —1, thus:

VO](gﬁ(i)ﬁ, 75k) =

vol(Ay.¢) H Lgg, =1y |bi — T + 1gs,=—1y]a; — T

=1

As mentioned, the total volume is their summation. We ob-
serve that the summation of the scaling is vol(D):

(b; —a;) = H

i=1

Z H (l{sri:1}|bi - fz| + l{si:—1}|ai - Ifz|)

81,8, €{£1} i=1

.,:1?

= L

vol(D) = =&+ a; — Zi]) =

(2

o
Overall, we get vol(BL (z)) = vol(D) 4.

The proof for D N B! (z) is similar. First, we split to the or-
thants: B! (z )s1.....ss ND. Second, we consider Ay, N[0, 1]%

(since 0% (y) € [0,1] for y € D). Third, we use the same
variable change and obtain the same scaling factor:

VOl(g§(7)81’ s, ND) =
k
vol Ak +N[0, 1 H 1{51:1}‘171' —i'i|+1{s,i:—1}|ai—f11‘)
=1

Fourth, agaln the summation of the scaling is vol(D), thus
we get vol(Bt () N D) = vol(D) - vol(Ay,, N [0, 1]¥). Fifth,
the second term can be computed by the Irwin—Hall distri-
bution (Irwin 1927; Hall 1927). Technically, to compute the
volume, we compute the probability that a uniformly sam-
pled input from [0, 1]* lies in Ay ;, that is its sum of entries
is at most £. The sum of entries of a uniformly sampled input
in [0, 1]* is distributed as the Irwin-Hall distribution. There-
fore, the probability we are interested in is obtained by eval-
uating the Irwin-Hall CDF at ¢. Since the volume of [0, 1]* is
1, we get that vol(Ay, ; N [0, 1]¥) is exactly this probability:
vol(Ay ;M [0,1]%) = £ S04 (=1)" () (1 = )~ O

Lemma 3. B oo (Z) is convex and compact.

Proof. Convexity: Lety,y’ € g{ym(i) and A € (0,1). W

prove that for z = Ay + (1 — A\)y/, we have z € gfoo(i)
We show it by proving:

k
Z max 057 (z) <
o Jeld

k k
A max s ()—I—(l—)\) max 027 (y') <t
- Jeld 7 7€ld]
To this end, we prove that for all 7 € [k}
max 627 (2) < Amax 057 (y) + (1 — X) max 657 (y/)
jeld] jeld] jeld]
We prove it by showing that for all i € [k] and j € [d]:
827 (2) < A0z (y)+(1—X)d3? (y'). The proof is identical to
the proof of the corresponding inequality in Lemma 1 with
an additional index.

Compactness: We decompose B . (7) into (27)
thants:

U

S1,...,sp€{£1}4
{ye Bl (2)|Vie[kl,jeld:s z) > 0}

Since a finite union of compact sets is compact, we prove
that every orthant is compact. We denote the orthant of fixed
S1y...,8k by:

gi,oo(i')sl

{ye B, ()| Vielk],jeld:
‘We remind that:

(_j)(y(j) _

[I>

(J)( @ _ j(j)) > 0}

Bloo()—{ye de|ZmaX5 ) <t}



and
oy ) = | yz(J) —(J) |
1y7gj>>i§j>(b,(~]) z9) +1 o9 <3 (4 af) — z)

Let Agaz 2 {2 € ([0,00)HF | 25 maxjeq 2 < t).
We show it is compact as a finite union of compact sets. To
this end, we decompose it into sets based on the channel
j; € [d] of each entry ¢ € [k] with the maximum value:

Arai= |J {ze(0,00M"
jls"'ajke[d]

k
S e <taviekljeld: 20 > 2}
=1

Note that each of these sets is bounded by linear constraints,
and is thus compact. Thus, Ay, 4 ; is compact. Next, we show

that Ay g can be transformed to Eioo(:i)sh _.s, With an
affine transformation (which in particular is continuous) and
thus Bf . (Z)s,,....s, is compact as a continuous image of

a compact set. The affine transformation is: y(j ) = b(

(J)) (J) (J) Cif s(]) — 1, and y(J) (a(J) _ ;E(-J)) )
zl(j) 1f s(j) —1. O
Lemma 4. E, C BY(%), where Ep is the extreme points of
DN B} (%)

Proof. We show that Er is contained in a subset of B(7),
consisting of all inputs z with at least k — ¢ entries z; = Ez

and for the other entries all the channels are either :c(J )

the bounds a( 7 or b(] ).

k d )
{ze [Iq]{a?,

i=1 j=1

29,09 |

{i€[k]:z £} <t}

Lety € E~. We show:
Loy e T, (T {27, b)) and
2. ify e Hle(njzl{agﬂ, —gﬂ,biﬂ}), then:

Hic [k [y # T} <t _
Proof for 2: Since y € En and En C Bi (Z),
we get Zk 1 MaX;[q] 657 (y) < t. We are given y €
H (H 1{a(j) ) b(])}) Thus, for every 4, either y; =
7; and thus max;e[q 657 (y) = 0 or maxe|q) 657 (y) = 1.
Thus, [{i € [k] | yi # Z;}| <t.
Proof for 1: Assume to the contrary that there are [ € [k] and
" € [d] such that y(l ) ¢ {al(l/), :fl(l/), bl(l/)}. Sincey € En C
D, we have 657 (y) € [0,1] for every i € [k] and j € [d].
Since y(l ) ¢ {a l(l ), _l(l/), bl(l/)}, we get 4" (y) € (0,1). We
show that in this case y is a convex combination of two dif-

ferent inputs y', 4" € DN E’ioo(j) and thus y cannot be an
extreme point, in contradiction. We define these two points

symmetrically, i.e., y = 0. 5(y" + y ). We remind that since

y € En C BLOO( z), we havez _ MaX;e[q) 52 7( ) < t.
Accordingly, we split to cases:

. Zle max;c(g 07’ (y) < t: In this case, y is within
gfoo(jz) (not on its boundary). The proof for this case
is similar to the proof of the corresponding case in
Lemma 2, with an additional index. We repeat it here
for convenience. We identify a small value that can be

added and subtracted from yl(l )

do not cross xl( )

such that the new inputs
)+ xl ) and thus
5l—l (y) > 0) do not cross the bound that is closer to y( )
than to xl (poss1ble since y(l ) #+ l(l ), bl(l ) and thus
55 (y) < 1) and do not cross the boundary of gfoo(:ﬁ)

(possible since Zle max;eq 647 (y) < t). Formally,
()

(possible since yl

Y =y+e-vy andy”:y—ewl(l/)for:

v SN (X
v =095 507 (o) -z
vy v
+ lyl“')<i§")(al( = a)ef)
where el(l/) is the standard unit vector with 1 at the (1)
channel of entry ! and 0 elsewhere, and:

th

k
€= min{&%l/ (y),1— 655’[/ (y),t — max 6;J(y)}
Py J€ld]
'

As e > 0and vl(l/) is not the zero vector (since ¥, ) lies
%) ) (l/))

strictly between z; ’ and one of the bounds a,” ’ or b,
we have i/ # y” and by the construction ¢, 3" € DN
B @

. Zlemaxje[d] 877 (y) = t: In this case, y is on the
boundary of g{ oo (Z). Similarly to the respective case in
Lemma 2, we look for another entry and identify small
values that can be added and subtracted in a scaled com-
plementary manner to obtain y' and y”. Compared to
Lemma 2, this case is more challenging, since B} (Z)

considers the maximal 5;’j (y) over all d channels of the
 entry. Thus, we may need to add or subtract from mul-
tiple channels of the same entry. Since y is an extreme
point (by our assumption), for all ¢ € [k], the non zero
values among 0.7 (y) for j € [d] are equal (the proof is
given at the end of this proof and marked with x). Given
i € [k], we denote by J; the set of all channels j € [d]
such that 677 (y) # 0. Next, we consider ¢ = [. Since
52" (y) € (0,1), we have 627 (y) = 04" (y) € (0,1) for
all j € 7, Thus, 37 ¢ {a”, 27 )1 forall j € 7.
We show that there is another entry m # [ such that
mas;e(q 07 (y) € (0,1) and yi2) ¢ {a), 70, b7}
for all j € J,, and identify small Values that can be
added and subtracted from yl(J ), ym (for all j € J
and j' € J,,) such that the new inputs do not cross

fl(j) s &) (possible since yl ) 4 _(]),y,(,];) £ 79" and



thus 67 (y), 5@,;'/( ) >0, forall j € J;and j' € T,,),
do not cross the bound that is closer to y(J ) and y(J )
than to :c(]) and {L‘m) (possible since y ;é alj ) b 7)
andy(]) + a$) b,(f@) and thus 6% j( ) 5””( ) < 1,
forall j € J, and j' € J,,) and remain on the boundary
of B (7). Since ZZ 1 maxje[d] 657 (y) = t for an in-
(0, 1), there must be
m # I such that max;c (g 07" (y) € (0,1). As explained
before, for allj € Jm, we have y(J ¢ {a), 29 b1

We definey =y + € vy and vy’ =y — € - vy, Where
Uim changes coordinates in [ and m in a scaled comple-

mentary manner to preserve Zle maxe|q) SE(y) = t.
Formally, v;,,, = v; — v,,, where:

v = Z (1{yl(j)>i_l(j)}(bl(‘]) _ ‘(El(]))
JET

teger t and since max;¢[q) oL ( ) €

—+ 1{yl(j)<i§j)}(al(]) — jl(]))) . el(J)

and similarly:
U = Z (l{y%)>£%)}(b(ﬂ) — zng)))
JETm
L0 sy () —23)) - el
and:

= mi indokd ind1 — obJ
€ mm[;relg{ = (y)},fel{%{ 2 (W)}

. 61‘”7]' . 1_ 6’£n,j
AR AR 2

As € > 0 and vy, is not the zero vector, we have y’ # y"
and by the construction y',y"” € DN B} _(Z).

Proof for x : We prove that, if y in an extreme pqint,
then for every ¢ € [k] all the non zero values of 437 (y)
are equal. Assume to the contrary that there are [ € [k]
and I € [d] such that 0 < &% (y) < max;e(q) 55 (y).
We can slightly increase or decrease this channel without
crossing fl(l )
to :fl(l ) and without changing MaxXje|d 5l’j( ) to obtain
two different inputs /',y € DN Bt __ (&) such that y =

0.5(y’+v") and thus y is not an extreme point. Formally,

we definey’ =y +¢€- Uz( )andy —y—e-vl(l’)for

and the bound that is closer to yl(l/) than

v R4
v ):(1yfll)>a‘cf”)(bl( = &)

) =0\,
+ 1y§”’<az§“> (ap " =2 7))e

5" (y)}. As

is not the zero vector, we have 3’ # y”

and € = min{(Sl.’l/ (y), max;eq) b (y) —
€ > 0 and v( R

and by the construction y/',y” € DN B (7).

Theorem 4. 1. vol(B} (%)) = vol(D) {4~

2. vol(DN B,

where

Cride = (—1)" (f)

(dk)'(l - %)dk(t — r)‘dr+zz'=1 m;i
Z (d(k—7r)+ > m) [[i_ (d —m;)!

(7)) = Vol(D)

(1+Zr 1Crkdt)

ml,.“,mre[d]

Like Theorem 2, given fixed d, t and r € [1,¢—1], we have
that ¢, 1.4+ exponentially converges to 0 as k increases.

Proof. Like Theorem 2, we decompose g’ioo(j) and D N
gf (%) by the 2¢°* orthants, where each is a scaled version
of Aar = {z € ([0,00))* | Tiy maxse 5’ < 1}
for B} (%) and Ay, 4 N ([0,1))* for D N BY (z). Like
Theorem 2, the summation of these scalings is vol(D), thus
vol(BY . (z)) = vol(D) - vol(Ay,4,) and vol(BS . (z) N
D) = vol(D) - vol (A 4.t N ([0, 1]%)").
Next, we compute vol(Ay g..):

vol Akdt /Z" 1max€d]z(7><tHHdz

vielk], je[d): 0<z() =1I=1

Tha V<t H H dzf”

vielk], je(d): O<z(j)<z(1) i=lj=1

_dk/zk (1)<t Hdz 1)1—[/ (J)

vielk]: 0<z(1>Z 1

k
=d /Zz O

vielk]: 0<z(D =1
gE((d— 1)) g ()
(dk)! ~ (dk)!

=dF

( ICRERER

Z

=d*

The second equality follows by partitioning Ay, 4 ; into d*
symmetric options (one for each possibility of a maximal
channel j € [d] for each i € [k]). Note that the intersec-
tion of any two options has a zero volume. The third equal-
ity follows by Fubini’s theorem. The fourth equality follows

by computing the inner integrals, each contributing 251).
The fifth equality follows by Gradshteyn and Ryzhik (2014,
Eq. 4.634). The last transition unifies d* with (d — 1)!*.
We continue with vol(Ay 4.+ N ([0, 1]9)*), which is iden-
tical to the first four transitions above, except that zi(J ) <1.
We continue from the fourth transition, followed by a tran-
sition that omits the superscript () to simplify notations for



the following equalities:

vol(Ag.q,: N ([0, 1]d)k)

k
: — 1
:dk/ s g [JED) Y

vielk]:0<zM <1 #1

k d—1

=d / S i Hz dz;
Vie[k]: 0<z; <1 =1
To compute this integral, we remove the requirement of
z; < 1 and then repair it by excluding all the cases of z; > 1,
using the inclusion-exclusion principle (similarly to a ge-
ometric derivation of Irwin-Hall by Marengo, Farnsworth,
and Stefanic (2017)).

k d—1
=d /Zk <t Hz dz;
Vze[k:] 0<z; =1

k k
k r d—1
LD VCD DI S | Fal®
r=1 1<y < <i. <k ¥ Vi€[k]: 0<z; i=1
1<2iq 500y 20,
tdk d'

+Zcrkdt

where the last transition extracts the left term and denotes
the rest of the terms c,. ;,.q4,¢, Where:

(—1)"(dk)!
tF((d— 1))F

k
Z /Z?:l z; <t Hzg_ldzi

1<ir <-<ip <k Vi€[k]: 0<z; i=1
1<2iq 520y

= st (8) o T2

VZG 0<z i=1
1<z1, Zr

Crk,dt =

The above transition follows since the integral is the same
for every choice of 41,...,7,. Note that if » > ¢, then

¢rk,dt = 0, because of the conditions Zle z; < t and
1< z,...,2.. Thus, the sumisup to ¢t — 1 instead of k:

Ak tdk} d[
vol(Ag.a.e N ([0,1]9)%) = (1+ Zcrk dt)

Lastly, we wish to compute the 1ntegral of c,.7k,d,t using
Gradshteyn and Ryzhik (2014, Eq. 4.634). To this end, we
change variables and rely on the binomial expansion. We
first change the variables z; — z; — 1 fori € [r]:

k
d—1
/zi;l o [[27dz

Vi€lk]: 0<z; i=1

1<z1,..0,2p
r k
= /Ek e (H(2i+l)d_1d2i> ( H zfldzi>
Vielk]: 0<z \i=1 i=rt1

We then rely on the binomial expansion for []/_,(z; +
1)d-1:

T -1 (41

i=1 i=1m=0

T d—1 m—1 m;—1
A% () £ N
i=1m=1 mi,...,mp€[d] i=1

The second transition follows by changing the sum over 1
to d. The third transition switches the multiplication and the
sum. Substituting it into the integral:

/Zk z,<tHZ —ldz;

Vie| k] 0<z; i=1
1<z1,..., Zr

- ¥

(ﬁ(‘“>)
mi,..me€ld] \i=1 mi —1

Vle[k] 0<z; =1 i=r+1

- X (1_1 (ni_—11>>

mi,...,mp€[d]
(¢ = r) Ol e (0 1)) T (i~ 1!
(d(k —1)+ Zz 1 m;)!
_ (1= ry 8=+ i (d — 1)1
B Z (d(k — )+Zz 1) Hi=1(d*mi)!

Mo €ld]

The second equality follows by Gradshteyn and Ryzhik
(2014, Eq. 4.634). The last equality is algebraic rewrites. We
substitute into ¢, q,; and simplify with algebraic rewrite:

Crk,d,t = td(k(()r(dk))) <k>

(t—r)d(k >0 1m7((d_ 1)!)k
Z (d(k — )+Z, 1m7) Hi:1(d*mi)!

()

()11 = 5t = r) e+
Z (d(k =)+ >y mi) TTi—, (d — my)!

mi,...,m,€[d]

mi,...,m,€[d]

Note that (1 — %) causes the exponential decay of ¢;. 4.+,

since Wgzlm), and ( ) are polynomial in &k and the
rest are independent of k. O

Implementation
In this section, we describe our extension to GPUPoly to
support our bound propagations. We focus on single-channel
inputs. The extension to multi-channel inputs is very similar.
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Figure 6: CoVerD + top-t-GP compared to CoVerD on a
less challenging benchmark.

Recall that GPUPoly computes bounds over the box do-
main, where the lower bound is [ = min,cp Zle WiY; =
Zle Wi T; + Zle d; (the upper bound is analogous). The
CUDA kernel distributes the set of indices [k] across threads.
Each thread computes, for every assigned index i, the value
min(w;a;, w;b;) = w;Z; + d; and sums these values over
its assigned indices. These sums from all threads are then
combined using a tree-based reduction scheme to obtain the
lower bound. The GPU’s shared memory is used to share the
intermediate sums between threads.

For Bi(x), we remind that the lower bound is [ =

minyegi(j) Zle wiY; = <Z§:1 wZ@) +t - d; . To effi-
ciently compute the sum w;z; and add ¢ times the smallest
d;", we modify the CUDA kernel so that each thread com-
putes the sum w;Zx; over its assigned indices and records
the minimum d; over its assigned indices. In the tree-
based reduction scheme, it combines the sums and propa-
gates the minimum d, observed so far. Finally, the lower
bound is obtained by adding ¢ times the minimum d; to the
accumulated sum. Synchronizing the minimum d; across
threads doubles the required shared memory in the reduc-
tion scheme.

For the /{y-ball, the lower bound is [ =
minyegé(i) Zle W;Y; = (Zf:l wia’:i) -+ (d;1 P +dl:)
As in the previous case, each thread records the ¢ smallest
d; values it encounters and selects the values to propagate
at each reduction step. This computation increases the
complexity of each synchronization step to O(t) (instead
of O(1)). If we kept double precision, this would increase
the shared memory usage by a factor of ¢ + 1. Instead, our
implementation propagates the d; values as floats (instead
of doubles).

We note that, besides the aforementioned changes, our
implementation does not modify GPUPoly, thus benefiting
from its optimizations. Additionally, the resource require-
ments remain comparable to those of GPUPoly.

Additional Results

In this section, we provide additional results.

Figure 6 and Figure 8 extend Figure 5 with CoVerD’s less
challenging benchmarks (smaller values of ¢ than in Fig-
ure 5). For a single £y-ball, two runs of CoVerD out of three
reached the timeout (denoted by **) and as in figure Fig-

" MNIST 6x200_PGD t=4

300
m *

m
]
§200 I Ours
€ 1 CoVerD
0 100/ EEE t-times-top
S
'_
Unsafe Robust

Figure 7: CoVerD with -t imes-top—-GP.

ure 5, these runs are excluded. The figures show that our
approach significantly boosts CoVerD.

Figure 7 compares CoVerD +t-times-top-GP
with our approach and CoVerD on the MNIST
6x200_PGD network. For two £y-balls, one run of CoVerD
+t-times—top—-GP out of three reached the timeout
(denoted by *). It shows that not only our approach is
significantly better, but also CoVerD is better than CoVerD
+t-times—top—GP, which is consistent with Figure 4.

Figure 9 shows the average running time of GPUPoly and
top-t-GP for the experiments of Figure 4. It shows that
our top—t-GP does not introduce significant overhead and
is sometimes faster than GPUPoly, for our benchmarks.

Table 2 and Table 3 provide a detailed list of our experi-
mental results shown in Figure 5. For every dataset, network,
t, seed (for fixing CoVerD’s random choices), and image in-
dex (from the dataset’s testset), it shows the analysis time of
CoVerD and CoVerD +t op-t—GP in minutes. The notation
‘~’ indicates that an incorrectly classified image (thus not
analyzed), ‘*’ denotes that the verification determined that
the e-ball is not robust, and ‘TO’ indicates a timeout.
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Figure 8: CoVerD + top-t-GP compared to CoVerD on less challenging benchmarks.
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Figure 9: The mean running time of GPUPoly and t op—-t—GP on neighborhoods capturing perturbations to subsets of k pixels.

Image Index
Dataset Network t Seed 0 1 2 3 4 5 6 7 8 9

MNIST 6 x 200.PGD 4 42  CoVerD 243 36.5 205.7 23.8 3.0%¥ 62.1 1129 246.8 198.0 12.8*
Ours 34 6.8 535 48 22*% 7.8 220 744 255 13.5%

41  CoVerD 245 389 212.1 21.5 27*% 63.6 1125 2419 2025 4.6*
Ours 35 7.6 443 48 90* 7.7 298 722 214 6.7*%

40  CoVerD 245 37.7 205.6 263 22* 63.6 118.6 249.5 197.8 58.4*
Ours 34 75 562 49 207* 73 261 71.7 21.6 8.3%

ConvSmall 5 42 CoVerD 151 294 TO 38 09* TO TO 1047 - 104.0
Ours 35 39 727 12 0.7% 1280 1179 122 - 9.3

41 CoVerD 153 302 TO 40 07 TO TO 87.0 - 62.5

Ours 34 39 728 12 0.8% 1023 1148 12.0 - 9.5

40 CoVerD 150 319 TO 38 15%* TO TO 699 - 62.1

Ours 35 40 723 12 09*% 1358 1484 12.1 - 9.4

ConvSmallPGD 6 42  CoVerD 473 TO TO 27.1 4.0* 213.0 TO 2.2% - 2.2%
Ours 99 594 1935 3.0 26* 420 1160 2.5% - 2.6%

41 CoVerD 503 TO TO 656 1.5*% 2264 TO 2.3% - 2.0%

Ours 105 104.7 154.8 29 2.0* 38.7 1055 2.4% - 2.3%

40 CoVerD 619 TO TO 146 16* TO TO 24% - 2.1%

Ours 9.3 104.6 163.1 29 4.7*% 38.1 2012 24* - 2.4%

ConvMedPGD 5 42  CoVerD 37.5 91.0 111.8 81 1.2* 387 1364 213.4 1.2* 100.2
Ours 147 159 585 24 14* 176 479 624 14*% 216

41  CoVerD 387 87.0 1113 7.8 1.2* 37.8 1365 2156 1.3* 978
Ours 142 158 602 23 14*% 17.6 462 63.0 13*% 273

40  CoVerD 37.6 86.8 111.2 7.8 1.2* 382 137.0 240.8 1.3* 99.9
Ours 140 19.1 59.8 23 1.5% 17,5 575 64.0 1.3*% 209

ConvBig 3 42 CoVerD 229 20.8 252.0 10.5 36.7 90.8 304 187 - 13.4
Ours 18.6 145 2163 140 19.6 722 17.8 13.1 - 11.2

41  CoVerD 229 20.5 250.8 10.5 36.7 904 31.0 183 - 133

Ours 185 144 2180 14.1 203 712 17.6 132 - 11.3

40  CoVerD 23.0 20.7 250.1 104 37.0 90.3 30.8 183 - 13.3

Ours 18.7 144 2166 14.1 19.6 71.7 179 132 - 11.4

Table 2: A detailed list of our experimental results on the MNIST dataset.



Image Index

Dataset  Network t Seed 0 1 2 3 4 5 6 7 8 9
Fashion  ConvSmallPGD 5 42  CoVerD 19.6 69.5 TO - 15.0* - 21.6 0.8* 22.0 25.3
Ours 3.5 30.8 TO - 18.6* - 50 09* 47 55
41 CoVerD 209 81.8 TO - 96.8% - 21.1 0.8*% 20.7 25.0
Ours 34 372 TO - 22.7% - 49 1.0 41 55
40 CoVerD 203 842 TO - 134.5%* - 209 0.8* 21.6 24.7
Ours 34 345 TO - 5.9% - 50 09* 41 55
ConvMedPGD 4 42  CoVerD 17.5 88 98.4 3.1* 544 - 6.3 - 16.4 17.4
Ours 4.4 2.8 40.7 39* 16.6 - 1.9 - 48 55
41 CoVerD 17.3 89 984 2.5*% 60.5 - 6.5 - 163 17.7
Ours 44 28 40.1 1.2* 152 - 1.9 - 46 5.5
40 CoVerD 172 88 99.1 2.9* 58.1 - 6.4 - 16.1 18.1
Ours 44 28 403 39* 14.8 - 1.9 - 48 5.6
CIFAR-10 ConvSmallPGD 3 42  CoVerD 41.4 42.0 50.3 3.5* 5.7* 184.1 0.6* 2249 53* -
Ours 28.3 26.3 285 39* 5.1* 1315 0.5* 157.8 7.8% -
41 CoVerD 41.7 419 469 5.7* 3.5% 180.6 0.4* 220.7 3.3* -
Ours 26.0 254 27.8 09* 3.6 1350 0.6* 155.6 9.3* -
40 CoVerD 419 41.0 47.0 6.1* 7.3* 178.5 0.5% 220.8 3.6* -
Ours 26.1 25.3 28.6 2.7* 7.9*% 1309 0.5*% 155.6 4.0* -

Table 3: A detailed list of our experimental results on Fashion-MNIST and CIFAR-10 datasets.



