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Abstract. Neural networks are susceptible to privacy attacks. To date,
no verifier can reason about the privacy of individuals participating in the
training set. We propose a new privacy property, called local differential
classification privacy (LDCP), extending local robustness to a differential
privacy setting suitable for black-box classifiers. Given a neighborhood of
inputs, a classifier is LDCP if it classifies all inputs the same regardless
of whether it is trained with the full dataset or whether any single entry
is omitted. A naive algorithm is highly impractical because it involves
training a very large number of networks and verifying local robustness of
the given neighborhood separately for every network. We propose Sphynx,
an algorithm that computes an abstraction of all networks, with a high
probability, from a small set of networks, and verifies LDCP directly
on the abstract network. The challenge is twofold: network parameters
do not adhere to a known distribution probability, making it difficult
to predict an abstraction, and predicting too large abstraction harms
the verification. Our key idea is to transform the parameters into a
distribution given by KDE, allowing to keep the over-approximation error
small. To verify LDCP, we extend a MILP verifier to analyze an abstract
network. Experimental results show that by training only 7% of the
networks, Sphynx predicts an abstract network obtaining 93% verification
accuracy and reducing the analysis time by 1.7 · 104x.

1 Introduction

Neural networks are successful in various tasks but are also vulnerable to attacks.
One kind of attacks that is gaining a lot of attention is privacy attacks. Privacy
attacks aim at revealing sensitive information about the network or its training
set. For example, membership inference attacks recover entries in the training
set [56,43,37,75,11,35,40], model inversion attacks reveal sensitive attributes of
these entries [22,23], model extraction attacks recover the model’s parameters [64],
and property inference attacks infer global properties of the model [24]. Privacy
attacks have been shown successful even against platforms providing a limited
access to a model, including black-box access and a limited number of queries.
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Such restricted access is common for platforms providing machine-learning-as-a-
service (e.g., Google’s Vertex AI1, Amazon’s ML on AWS2, and BigML3).

A common approach to mitigate privacy attacks is differential pri-
vacy (DP) [18]. DP has been adopted by numerous network training algo-
rithms [1,10,44,8,28]. Given a privacy level, a DP training algorithm generates
the same network with a similar probability, regardless of whether a particular
individual’s entry is included in the dataset. However, DP is not an adequately
suitable privacy criterion for black-box classifiers, for two reasons. First, it poses
a too strong requirement: it requires that the training algorithm returns the
same network (i.e., assign the same score to every class), whereas black-box
classifiers are considered the same if they predict the same class (i.e., assign the
maximal score to the same class). Second, DP can only be satisfied by randomized
algorithms, adding noise to the computations. Consequently, the accuracy of the
resulting network decreases. The amount of noise is often higher than necessary
because the mathematical analysis of differentially private algorithms is highly
challenging and thus practically not tight (e.g., it often relies on compositional
theorems [18]). Thus, network designers often avoid adding noise to their net-
works. This raises the question: What can a network designer provide as a privacy
guarantee for individuals participating in the training set of a black-box classifier?

We propose a new privacy property, called local differential classification
privacy (LDCP). Our property is designed for black-box classifiers, whose training
algorithm is not necessarily DP. Conceptually, it extends the local robustness
property, designed for adversarial example attacks [62,27], to a “deterministic
differential privacy” setting. Local robustness requires that the network classifies
all inputs in a given neighborhood the same. We extend this property by requiring
that the network classifies all inputs in a given neighborhood the same regardless
of whether a particular individual’s entry is included in the dataset.

Proving that a network is LDCP is challenging, because it requires to check
the local robustness of a very large number of networks: |D|+ 1 networks, where
D is the dataset, which is often large (e.g., > 10k entries). To date, verification
of local robustness [31,25,63,58,65,71,42,54], analyzing a single network, takes
non-negligible time. A naive, accurate but highly unscalable algorithm checks
LDCP by training every possible network (i.e., one for every possibility to omit a
single entry from the dataset), checking that all inputs in the neighborhood are
classified the same network-by-network, and verifying that all networks classify
these inputs the same. However, this naive algorithm does not scale since training
and analyzing thousands of networks is highly time-consuming.

We propose Sphynx (Safety Privacy analyzer via Hyper-Networks) for deter-
mining whether a network is LDCP at a given neighborhood (Figure 1). Sphynx
takes as inputs a network, its training set, its training algorithm, and a neighbor-
hood. Instead of training |D| more networks, Sphynx computes a hyper-network
abstracting these networks with a high probability (under several conditions).

1 https://cloud.google.com/vertex-ai
2 https://aws.amazon.com/machine-learning/
3 https://bigml.com/

https://cloud.google.com/vertex-ai
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Fig. 1: Sphynx checks leakage of individuals’ entries at a given neighborhood.

A hyper-network abstracts a set of networks by associating to each network pa-
rameter an interval that contains the respective values in all networks. If Sphynx
would train all networks, computing the hyper-network would be straightforward.
However, Sphynx’s goal is to reduce the high time overhead and thus it does not
train all networks. Instead, it predicts a hyper-network from a small number of
networks. Sphynx then checks LDCP at the given neighborhood directly on the
hyper-network. These two ideas enable Sphynx to obtain a practical analysis time.
The main challenges in predicting a hyper-network are: (1) network parameters
do not adhere to a known probability distribution and (2) the inherent trade-off
between a sound abstraction, where each parameter’s interval covers all values of
this parameter in every network (seen and unseen) and the ability to succeed in
verifying LDCP given the hyper-network. Naturally, to obtain a sound abstraction,
it is best to consider large intervals for each network parameter, e.g., by adding
noise to the intervals (like in adaptive data analysis [17,29,5,15,16,21,52,68]).
However, the larger the intervals the harder it is to verify LDCP, because the
hyper-network abstracts many more (irrelevant) networks. To cope, Sphynx
transforms the network parameters into a distribution given by kernel density
estimation (KDE), allowing to predict the intervals without adding noise.

To predict a hyper-network, Sphynx executes an iterative algorithm. In every
iteration, it samples a few entries from the dataset. For each entry, it trains a
network given all the dataset except this entry. Then, given all trained networks,
Sphynx predicts a hyper-network, i.e., it computes an interval for every network
parameter. An interval is computed by transforming every parameter’s observed
values into a distribution given by KDE, using normalization and the Yeo-Johnson
transformation [77]. Then, Sphynx estimates whether the hyper-network abstracts
every network with a high probability, and if so, it terminates.

Given a hyper-network, Sphynx checks LDCP directly on the hyper-network.
To this end, we extend a local robustness verifier [63], relying on mixed-integer
linear programming (MILP), to analyze a hyper-network. Our extension replaces
the equality constraints, capturing the network’s affine computations, with in-
equality constraints, since our network parameters are associated with intervals
and not real numbers. To mitigate an over-approximation error, we propose two
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approaches. The first approach relies on preprocessing to the network’s inputs
and the second one relies on having a lower bound on the inputs.

We evaluate Sphynx on data-sensitive datasets: Adult Census [13], Bank Mar-
keting [41] and Default of Credit Card Clients [76]. We verify LDCP on three kinds
of neighborhoods for checking safety to label-only membership attacks [11,35,40],
adversarial example attacks in a DP setting (like [34,46]), and sensitive attributes
(like [22,23]). We show that by training only 7% of the networks, Sphynx predicts
a hyper-network abstracting an (unseen) network with a probability of at least
0.9. Our hyper-networks obtain 93% verification accuracy. Compared to the naive
algorithm, Sphynx provides a significant speedup: it reduces the training time by
13.6x and the verification time by 1.7 · 104x.

2 Preliminaries

In this section, we provide the necessary background.

Neural network classifiers We focus on binary classifiers, which are popular for
data-sensitive tasks. As example, we describe the data-sensitive datasets used in
our evaluation and their classifier’s task (Section 6). Adult Census [13] consists
of user records of the socioeconomic status of people in the US. The goal of
the classifier is to predict whether a person’s yearly income is higher or lower
than 50K USD. Bank Marketing [41] consists of user records of direct marketing
campaigns of a Portuguese banking institution. The goal of the classifier is to
predict whether the client will subscribe to the product or not. Default of Credit
Card Clients [76] consists of user records of demographic factors, credit data,
history of payments, and bill statements of credit card clients in Taiwan. The
goal of the classifier is to predict whether the default payment will be paid
in the next month. We note that our definitions and algorithms easily extend
to non-binary classifiers. A binary classifier N maps an input, a user record,
x ∈ X ⊆ [0, 1]d to a real number N(x) ∈ R. If N(x) ≥ 0, we say the classification
of x is 1 and write class(N(x)) = 1, otherwise, it is −1, i.e., class(N(x)) = −1.
We focus on classifiers implemented by a fully-connected neural network. This
network consists of an input layer followed by L layers. The input layer x0

takes as input x ∈ X and passes it as is to the next layer (i.e., x0,k = xk).
The next layers are functions, denoted f1, f2, . . . , fL, each taking as input the
output of the preceding layer. The network’s function is the composition of the
layers: N(x) = fL(fL−1(· · · (f1(x)))). A layer m consists of neurons, denoted
xm,1, . . . , xm,km . Each neuron takes as input the outputs of all neurons in the
preceding layer and outputs a real number. The output of layer m is the vector
(xm,1, . . . , xm,km

)T consisting of all its neurons’ outputs. A neuron xm,k has
a weight for each input wm,k,k′ ∈ R and a bias bm,k ∈ R. Its function is the

composition of an affine computation, x̂m,k = bm,k +
∑km−1

k′=1 wm,k,k′ · xm−1,k′ ,
followed by an activation function computation, xm,k = σ(x̂m,k). Activation
functions are typically non-linear functions. In this work, we focus on the ReLU
activation function, ReLU(x̂) = max(0, x̂). We note that, while we focus on
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fully-connected networks, our approach can extend to other architectures, e.g.,
convolutional networks or residual networks. The weights and biases of a neural
network are determined by a training process. A training algorithm T takes as
inputs a network (typically, with random weights and biases) and a labelled
training set D = {(x1, y1), . . . , (xn, yn)} ⊆ X × {−1,+1}. It returns a network
with updated weights and biases. These parameters are computed with the goal
of minimizing a given loss function, e.g., binary cross-entropy, capturing the
level of inaccuracy of the network. The computation typically relies on iterative
numerical optimization, e.g., stochastic gradient descent (SGD).

Differential privacy (DP) DP focuses on algorithms defined over arrays (in our
context, a dataset). At high-level, an algorithm is DP if for any two inputs
differing in a single entry, it returns the same output with a similar probability.
Formally, DP is a probabilistic privacy property requiring that the probability
of returning different outputs is upper bounded by an expression defined by
two parameters, denoted ϵ and δ [18]. Note that this requirement is too strong
for classifiers providing only black-box access, which return only the input’s
classification. For such classifiers, it is sufficient to require that the classification
is the same, and there is no need for the network’s output (the score of every
class) to be the same. To obtain the DP guarantee, DP algorithms add noise,
drawn from some probability distribution (e.g., Laplace or Gaussian), to the
input or their computations. That is, DP algorithms trade off their output’s
accuracy with privacy guarantees: the smaller the DP parameters (i.e., ϵ and δ)
the more private the algorithm is, but its outputs are less accurate. The accuracy
loss is especially severe in DP algorithms that involve loops in which every
iteration adds noise. The loss is high because (1) many noise terms are added and
(2) the mathematical analysis is not tight (it typically relies on compositional
theorems [18]), leading to adding a higher amount of noise than necessary to meet
the target privacy guarantee. Nevertheless, DP has been adopted by numerous
network training algorithms [1,10,44,8,28]. For example, one algorithm adds noise
to every gradient computed during training [1]. Consequently, the network’s
accuracy decreases significantly, discouraging network designers from employing
DP. To cope, we propose a (non-probabilistic) privacy property that (1) only
requires the network’s classification to be the same and (2) can be checked even
if the network has not been trained by a DP training algorithm.

Local robustness Local robustness has been introduced in response to adversarial
example attacks [62,27]. In the context of network classifiers, an adversarial
example attack is given an input and a space of perturbations and it returns a
perturbed input that causes the network to misclassify. Ideally, to prove that
a network is robust to adversarial attacks, one should prove that for any valid
input, the network classifies the same under any valid perturbation. In practice,
the safety property that has been widely-studied is local robustness. A network
is locally robust at a given input if perturbing the input by a perturbation in a
given space does not cause the network to change the classification. Formally, the
space of allowed perturbations is captured by a neighborhood around the input.
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Definition 1 (Local Robustness). Given a network N , an input x ∈ X, a
neighborhood I(x) ⊆ X containing x, and a label y ∈ {−1,+1}, the network N is
locally robust at I(x) with respect to y if ∀x′ ∈ I(x). class(N(x′)) = y.

A well-studied definition of a neighborhood is the ϵ-ball with respect to the
L∞ norm [31,25,63,58,65,71,42,54]. Formally, given an input x and a bound on
the perturbation amount ϵ ∈ R+, the ϵ-ball is: I∞ϵ (x) = {x′ | ∥x′ − x∥∞ ≤ ϵ}. A
different kind of a neighborhood captures fairness with respect to a given sensitive

feature i ∈ [d] (e.g., gender) [6,38,69,53]: ISi (x) =
{
x′ |

∧
j∈[d]\{i} x

′
j = xj

}
.

3 Local Differential Classification Privacy

In this section, we define the problem of verifying that a network is locally
differentially classification private (LDCP) at a given neighborhood.

Local differential classification privacy (LDCP) Our property is defined given a
classifier N , trained on a dataset D, and a neighborhood I, defining a space of
attacks (perturbations). It considers N private with respect to an individual’s
entry (x′, y′) if N classifies all inputs in I the same, whether N has been trained
with (x′, y′) or not. If there is discrepancy in the classification, the attacker may
exploit it to infer information about x′. Namely, if the network designer cared
about a single individual’s entry (x′, y′), our privacy property would be defined
over two networks: the network trained with (x′, y′) and the network trained
without (x′, y′). Naturally, the network designer wishes to show that the classifier
is private for every (x′, y′) participating in D. Namely, our property is defined over
|D|+ 1 networks. The main challenge in verifying this privacy property is that
the training set size is typically very large (>10k entries). Formally, our property
is an extension of local robustness to a differential privacy setting suitable for
classifiers providing black-box access. It requires that the inputs in I are classified
the same by every network trained on D or trained on D except for any single
entry. Unlike DP, our definition is applicable to any network, even those trained
without a probabilistic noise. We next formally define our property.

Definition 2 (Local Differential Classification Privacy). Given a network
N trained on a dataset D ⊆ X × {−1,+1} using a training algorithm T, a
neighborhood I(x) ⊆ X and a label y ∈ {−1,+1}, the network N is locally
differentially classification private (LDCP) if (1) N is locally robust at I(x) with
respect to y, and (2) for every (x′, y′) ∈ D, the network of the same architecture
as N trained on D \ {(x′, y′)} using T is locally robust at I(x) with respect to y.

Our privacy property enables to prove safety against privacy attacks by defining
a suitable set of neighborhoods. For example, several membership inference
attacks [11,35,40] are label-only attacks. Namely, they assume the attacker has a
set of inputs and they can query the network to obtain their classification. To
prove safety against these attacks, given a set of inputs X ⊆ X, one has to check
LDCP for every neighborhood defined by I∞0 (x) where x ∈ X. To prove safety
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against attacks aiming to reveal sensitive features (like [22,23]), given a set of
inputs X ⊆ X, one has to check that the network classifies the same regardless
of the value of the sensitive feature. This can be checked by checking LDCP for
every neighborhood defined by ISi (x) where x ∈ X and i is the sensitive feature.

Problem definition We address the problem of determining whether a network is
locally differentially classification private (LDCP) at a given neighborhood, while
minimizing the analysis time. A definite answer involves training and verifying
|D|+ 1 networks (the network trained given all entries in the training set, and
for each entry in the training set, the network trained given all entries except
this entry). However, this results in a very long training time and verification
time (even local robustness verification takes a non-negligible time). Instead,
our problem is to provide an answer which is correct with a high probability.
This problem is highly challenging. On the one hand, the fewer trained networks
the lower the training and verification time. On the other hand, determining an
answer, with a high probability, from a small number of networks is challenging,
since network parameters do not adhere to a known probabilistic distribution.
Thus, our problem is not naturally amenable to a probabilistic analysis.

Prior work Prior work has considered different aspects of our problem. As men-
tioned, several works adapt training algorithms to guarantee that the resulting
network satisfies differential privacy [1,10,44,8,28]. However, these training algo-
rithms tend to return networks of lower accuracy. A different line of research
proposes algorithms for machine unlearning [36,26,9], in which an algorithm
retrains a network “to forget” some entries of its training set. However, these
approaches do not guarantee that the forgetting network is equivalent to the
network obtained by training without these entries from the beginning. It is also
more suitable for settings in which there are multiple entries to forget, unlike our
differential privacy setting which focuses on omitting a single entry at a time. Sev-
eral works propose verifiers to determine local robustness [45,30,19,48,73,55,31].
However, these analyze a single network and not a group of similar networks.
A recent work proposes a proof transfer between similar networks [67] in order
to reduce the verification time of similar networks. However, this work requires
to explicitly have all networks, which is highly time consuming in our setting.
Other works propose verifiers that check robustness to data poisoning or data
bias [61,39,12]. These works consider an attacker that can manipulate or omit
up to several entries from the dataset, similarly to LDCP allowing to omit up
to a single entry. However, these verifiers either target patch attacks of image
classifiers [61], which allows them to prove robustness without considering every
possible network, or target decision trees [39,12], relying on predicates, which
are unavailable for neural networks. Thus, neither is applicable to our setting.

4 Our Approach

In this section, we present our approach for determining whether a network is
locally differentially classification private (LDCP). Our key idea is to predict an
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Fig. 2: Given a network classifier N , its training set D and its training algorithm
T, Sphynx predicts an abstract hyper-network N#. It then checks whether N# is
locally robust at I(x) with respect to y to determine whether N is LDCP.

abstraction of all concrete networks from a small number of networks. We call
the abstraction a hyper-network. Thanks to this abstraction, Sphynx does not
need to train all concrete networks and neither verify multiple concrete networks.
Instead, Sphynx first predicts an abstract hyper-network, given a network N , its
training set D and its training algorithm T, and then verifies LDCP directly on
the hyper-network. This is summarized in Figure 2. We next define these terms.

Hyper-networks A hyper-network abstracts a set of networks N = {N1, . . . , NK}
with the same architecture and in particular the same set of parameters, i.e.,
weights W = {w1,1,1, . . . , wL,dL,dL−1

} and biases B = {b1,1, . . . , bL,dL
}. The

difference between the networks is the parameters’ values. In our context, N
consists of the network trained with the full dataset and the networks trained
without any single entry: N = {T(N,D)}∪{T(N,D \ {(x′, y′)}) | (x′, y′) ∈ D}. A
hyper-network is a network N# with the same architecture and set of parameters,
but the domain of the parameters is not R but rather an abstract domain A. As
standard, we assume the abstract domain corresponds to a lattice and is equipped
with a concretization function γ. We focus on a non-relational abstraction, where
each parameter is abstracted independently. The motivation is twofold. First, non-
relational domains are computationally lighter than relational domains. Second,
the relation between the parameters is highly complex because it depends on a
long series of optimization steps (e.g., SGD steps). Thus, while it is possible to
bound these computations using simpler functions (e.g., polynomial functions),
the over-approximation error would be too large to be useful in practice.

Formally, given a set of networks N with the same architecture and set of
parameters W∪B and given an abstract domain A and a concretization function
γ : A→ P(R), a hyper-network is a network N# with the same architecture and
set of parameters, where the parameters range over A and satisfy the following:

∀N ′ ∈ N :
[
∀wm,k,k′ ∈W : wN ′

m,k,k′ ∈ γ
(
w#

m,k,k′

)
∧ ∀bm,k ∈ B : bN

′

m,k ∈ γ
(
b#m,k

)]
where wN ′

m,k,k′ and bN
′

m,k are the values of the parameters in the network N ′ and

w#
m,k,k′ and b#m,k are the values of the parameters in the hyper-network N#.
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Fig. 3: Three networks, N1, N2, N3, and their interval hyper-network N#.

Interval abstraction In this work, we focus on the interval domain. Namely, the
abstract elements are intervals [l, u], with the standard meaning: an interval [l, u]
abstracts all real numbers between l and u. We thus call our hyper-networks
interval hyper-networks. Figure 3 shows an example of an interval hyper-network.
An interval corresponding to a weight is shown next to the respective edge,
and an interval corresponding to a bias is shown next to the respective neuron.
For example, the neuron x1,2 has two weights and a bias whose values are:

w#
1,2,1 = [1, 3], w#

1,2,2 = [1, 2], and b#1,2 = [1, 1]. Computing an interval hyper-
network is straightforward if all concrete networks are known. However, computing
all concrete networks defeats the purpose of having a hyper-network. Instead,
Sphynx predicts an interval hyper-network with a high probability (Section 5.1).

Checking LDCP given a hyper-network Given an interval hyper-network N# for
a network N , a neighborhood I(x) and a label y, Sphynx checks whether N is
LDCP by checking whether N# is locally robust at I(x) with respect to y. If N#

is robust, then N is LDCP at I(x), with a high probability. Otherwise, Sphynx
determines that N is not LDCP at I(x). Note that this is a conservative answer
since N is either not LDCP or that the abstraction or the verification lose too
much precision. Sphynx verifies local robustness of N# by extending a MILP
verifier [63] checking local robustness of a neural network (Section 5.2).

5 Sphynx: Safety Privacy Analyzer via Hyper-Networks

In this section, we present Sphynx, our system for verifying local differential
classification privacy (LDCP). As described, it consists of two components, the
first component predicts a hyper-network, while the second one verifies LDCP.

5.1 Prediction of an Interval Hyper-Network

In this section, we introduce Sphynx’s algorithm for predicting an interval hyper-
network, called PredHyperNet. PredHyperNet takes as inputs a network N , its
training set D, its training algorithm T, and a probability error bound α, where
α ∈ (0, 1) is a small number. It returns an interval hyper-network N# which,
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Algorithm 1: PredHyperNet (N , D, T, α)

Input: a network N , a training set D, a training algorithm T, an error bound α.
Output: an interval hyper-network.

1 nets← {N}
2 entr← ∅
3 N#

prev ← ⊥
4 N#

curr ← N#

5 while Σw∈W∪B1
[
1− J([lwcurr, u

w
curr], [l

w
prev, u

w
prev]) ≤ R

]
< M · |W ∪ B| do

6 N#
prev ← N#

curr

7 for k iterations do
8 (x, y)← Random (D \ entr)
9 entr← entr ∪ {(x, y)}

10 nets← nets ∪ {T (N,D \ {(x, y)})}
11 for w ∈W ∪B do

12 Vw ← {wN′
| N ′ ∈ nets}

13 wN#
curr ← PredInt

(
Vw,

α
|W∪B|

)
14 return N#

curr

with probability 1− α (under certain conditions), abstracts an (unseen) concrete
network returned by T given N and D\{(x, y)}, where (x, y) ∈ D. The main idea
is to predict an abstraction for every network parameter from a small number of
concrete networks. To minimize the number of networks, PredHyperNet executes
iterations. An iteration trains k networks and predicts an interval hyper-network
using all trained networks. If the intervals’ distributions have not converged to
the expected distributions, another iteration begins. We next provide details.

PredHyperNet’s algorithm PredHyperNet (Algorithm 1) begins by initializing the
set of trained networks nets toN and the set of entries entr, whose corresponding
networks are in nets, to ∅. It initializes the previous hyper-network N#

prev to ⊥
and the current hyper-network N#

curr to the interval abstraction of N , i.e., the
interval of a network parameter w ∈ W ∪ B (a weight or a bias) is [wN , wN ].
Then, while the stopping condition (Line 5), checking convergence using the
Jaccard distance as described later, is false, it runs an iteration. An iteration
trains k new networks (Line 7–Line 10). A training iteration samples an entry
(x, y), adds it to entr, and runs the training algorithm T on (the architecture
of) N and D \ {(x, y)}. The trained network is added to nets. PredHyperNet
then computes an interval hyper-network from nets (Line 11–Line 13). The
computation is executed via PredInt (Line 13) independently on each network
parameter w. PredInt’s inputs are all observed values of w and a probability
error bound α′, which is α divided by the number of network parameters.

Interval prediction: overview PredInt predicts an interval for a parameter w
from a (small) set of values Vw = {w1, . . . , wK}, obtained from the concrete
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normalize

transform

compute a confi-
dence interval with
probability 1 − α′

transform−1

normalize−1
{w1, . . . , wK}

{z1, . . . , zK}

{y1, . . . , yK} [ly, uy]

[lz, uz]

[lw, uw]

Fig. 4: The flow of PredInt for predicting an interval for a network parameter.

networks, and given an error bound α′. If it used interval abstraction, w would
be mapped to the interval defined by the minimum and maximum in Vw. How-
ever, this approach cannot guarantee to abstract the unseen concrete networks,
since we aim to rely on a number of concrete networks significantly smaller
than |D|. Instead, PredInt defines an interval by predicting the minimum and
maximum of w, over all its values in the (seen and unseen) networks. There
has been an extensive work on estimating statistics, with a high probability, of
an unknown probability distribution (e.g., expectation [17,29,5,15,16,21,52,68]).
However, PredInt’s goal is to estimate the minimum and maximum of unknown
samples from an unknown probability distribution. The challenge is that, unlike
other statistics, the minimum and maximum are highly sensitive to outliers. To
cope, PredInt transforms the unknown probability distribution of w into a known
one and then predicts the minimum and maximum. Before the transformation,
PredInt normalizes the values in Vw. Overall, PredInt’s operation is (Figure 4):
(1) it normalizes the values in Vw, (2) it transforms the values into a known
probability distribution, (3) it predicts the minimum and maximum by comput-
ing a confidence interval with a probability of 1 − α′, and (4) it inverses the
transformation and normalization to fit the original scale. We note that executing
normalization and transformation and then their inversion does not result in any
information loss, because they are bijective functions. We next provide details.

Transformation and normalization PredInt transforms the values in Vw to make
them seem as if drawn from a known probability distribution. It employs the
Yeo-Johnson transformation [77], transforming an unknown distribution into
a Gaussian distribution. This transformation has the flexibility that the input
random variables can have any real value. It has a parameter λ, whose value is
determined using maximum likelihood estimation (MLE) (i.e., λ maximizes the
likelihood that the transformed data is Gaussian). It is defined as follows:

Tλ(z) =

{
(1+z)λ−1

λ , λ ̸= 0, z ≥ 0; log(1 + z), λ = 0, z ≥ 0

− (1−z)2−λ−1
2−λ , λ ̸= 2, z < 0; − log(1− z), λ = 2, z < 0

}
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PredInt employs several adaptations to this transformation to fit our setting
better. First, it requires λ ∈ [0, 2]. This is because if λ < 0, the transformed
outputs have an upper bound 1

−λ and if λ > 2, they have a lower bound − 1
λ−2 .

Since our goal is to predict the minimum and maximum values, we do not want
the transformed outputs to artificially limit them. Second, the Yeo-Johnson
transformation transforms into a Gaussian distribution. Instead, we transform to
a distribution given by kernel density estimation (KDE) with a Laplace kernel,
which is better suited for our setting (Section 6). We describe KDE in Appendix A.
Third, the Yeo-Johnson transformation operates best when given values centered
around zero. However, training algorithms produce parameters of different scales
and centered around different values. Thus, before the transformation, PredInt
normalizes the values in Vw to be centered around zero and have a similar
scale as follows: zi ← wi−µ

∆ , ∀i ∈ [K]. Consequently, PredInt is invariant to
translation and scaling and is thus more robust to the computations of the
training algorithm T. There are several possibilities to define the normalization’s
parameters, µ and ∆, each is based on a different norm, e.g., the L1, L2 or L∞
norm. In our setting, a normalization based on the L1 norm works best, since we
use a Laplace kernel. Its center point is µ = median(w1, . . . , wK) and its scale is

the centered absolute first moment: ∆ = 1
K

∑K
i=1 |wi − µ|.

Interval prediction After the transformation, PredInt has a cumulative distribu-
tion function (CDF) for the transformed values: Fy(v) = P{y ≤ v}. Given the
CDF, we compute a confidence interval, defining the minimum and maximum. A
confidence interval, parameterized by α′ ∈ (0, 1), is an interval satisfying that the
probability of an unknown sample being inside it is at least 1− α′. It is defined

by: [ly, uy] =
[
F−1
y

(
α′

2

)
, F−1

y

(
1− α′

2

)]
. Since we wish to compute an interval

hyper-network N# abstracting an unseen network with probability 1 − α and
since there are |W ∪ B| parameters, we choose α′ = α

|W∪B| (Line 13). By the

union bound, we obtain confidence intervals guaranteeing that the probability
that an unseen concrete network is covered by the hyper-network is at least 1−α.

Stopping condition The goal of PredHyperNet’s stopping condition is to identify
when the distributions of the intervals computed for N#

curr have converged to
their expected distributions. This is the case when the intervals have not changed
significantly in N#

curr compared to N#
prev. Formally, for each network parameter

w, it compares the current interval to the previous interval by computing their
Jaccard distance. Given the previous and current intervals of w, Iprev and Icurr,

the Jaccard Index is: J(Icurr, Iprev) =
Icurr⊓Iprev
Icurr⊔Iprev

. For any two intervals, the

Jaccard distance 1− J(Icurr, Iprev) ∈ [0, 1], such that the smaller the distance,
the more similar the intervals are. If the Jaccard distance is below a ratio R (a
small number), we consider the interval of w as converged to the expected CDF.
If at least M · 100% of the hyper-network’s intervals have converged, we consider
that the hyper-network has converged, and thus PredHyperNet terminates.
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5.2 Verification of a Hyper-Network

In this section, we explain how Sphynx verifies that an interval hyper-network
is locally robust, in order to show that the network is LDCP. Our verification
extends a local robustness verifier [63], designed for checking local robustness of
a (concrete) network, to check local robustness given an interval hyper-network.
This verifier encodes the verification task as a mixed-integer linear program
(MILP), which is submitted to a MILP solver, and provides a sound and complete
analysis. We note that we experimented with extending incomplete analysis
techniques to our setting (interval analysis and DeepPoly [58]) to obtain a
faster analysis. However, the over-approximation error stemming both from these
techniques and our hyper-network led to a low precision rate. The challenge with
extending the verifier by Tjeng et al. [63] is that both the neuron values and
the network parameters are variables, leading to quadratic constraints, which
are computationally heavy for constraint solvers. Instead, Sphynx relaxes the
quadratic constraints. To mitigate an over-approximation error, we propose two
approaches. We begin with a short background and then describe our extension.

Background The MILP encoding by Tjeng et al. [63] precisely captures the
neurons’ affine computation as linear constraints. The ReLU computations are
more involved, because ReLU is non-linear. For each ReLU computation, a boolean
variable is introduced along with four linear constraints. The neighborhood is
expressed by constraining each input value by an interval, and the local robustness
check is expressed by a linear constraint over the network’s output neurons. This
encoding has been shown to be sound and complete. To scale the analysis, every
neuron is associated with a real-valued interval. This allows to identify ReLU
neurons whose computation is linear, which is the case if the input’s interval
is either non-negative or non-positive. In this case, the boolean variable is not
introduced for this ReLU computation and the encoding’s complexity decreases.

Extension to hyper-networks To extend this verifier to analyze hyper-networks,
we encode the affine computations differently because network parameters are
associated with intervals and not real numbers. A naive extension replaces the
parameter values in the linear constraints by variables, which are bounded by
intervals. However, this leads to quadratic constraints and significantly increases
the problem’s complexity. To keep the constraints linear, one option is to intro-
duce a fresh variable for every multiplication of a neuron’s input and a network
parameter. However, such variable would be bounded by the interval abstract-
ing the multiplication of the two variables, which may lead to a very large
over-approximation error. Instead, we rely on the following observation: if the
input to every affine computation is non-negative, then the abstraction of the
multiplication does not introduce an over-approximation error. This allows us to
replace the constraint of each affine variable x̂ (defined in Section 2), previously
captured by an equality constraint, with two inequalities providing a lower and
upper bound on x̂. Formally, given lower and upper bounds of the weights and
biases at the matrices lW and uW and the vectors lb and ub, the affine variable x̂
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is bounded by:
lW · x+ lb ≤ x̂ ≤ uW · x+ ub

To guarantee that the input to every affine computation x is non-negative our
analysis requires (1) preprocessing of the network’s inputs and (2) a non-negative
lower bound to every activation function’s output. The second requirement holds
since the MILP encoding of ReLU explicitly requires a non-negative output. If
preprocessing is inapplicable (i.e., x ∈ X ⊈ [0, 1]d) or the activation function may
be negative (e.g., leaky ReLU), we propose another approach to mitigate the
precision loss, given a lower bound lx ≤ x. Given lower and upper bounds for the
weights and biases lW , uW , lb, and ub, we can bound the output by:

lW ·x+ lb− (uW − lW ) ·max(0,−lx) ≤ x̂ ≤ uW ·x+ub+(uW − lW ) ·max(0,−lx)

We provide a proof in Appendix B. Note that each bound is penalized by
(uW − lW ) ·max(0,−lx) ≥ 0, which is an over-approximation error term for the
case where the lower bound lx is negative.

5.3 Analysis of Sphynx

In this section, we discuss the correctness of Sphynx and its running time. Proofs
are provided in Appendix B.

Correctness Our first lemma states the conditions under which PredInt computes
an abstraction for the values of a single network parameter with a high probability.

Lemma 1. Given a parameter w and an error bound α′, if the observed values
w1, . . . , wK are IID and suffice to predict the correct distribution, and if there
exists λ ∈ [0, 2] such that the distribution of the transformed normalized values
y1, . . . , yK is similar to a distribution given by KDE with a Laplace kernel (using
the bandwidth defined in Appendix A), then PredInt computes a confidence
interval containing an unseen value wi, for i ∈ {K + 1, . . . , |D| + 1}, with a
probability of 1− α′.

Note that our lemma does not make any assumption about the distribu-
tion of the observed values w1, . . . , wK . Next, we state our theorem pertaining
the correctness of PredHyperNet. The theorem states that when the stopping
condition identifies correctly when the observed values have converged to the
correct distribution, then the hyper-network abstracts an unseen network with
the expected probability.

Theorem 1. Given a network N , its training set D, its training algorithm T,
and an error bound α, if R is close to 0 and M is close to 1, then PredHyperNet

returns a hyper-network abstracting an unseen network with probability 1− α.

Our next theorem states that our verifier is sound and states when it is
complete. Completeness means that if the hyper-network is locally robust at the
given neighborhood, Sphynx is able to prove it.
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Theorem 2. Our extension to the MILP verifier provides a sound analysis. It
is also complete if all inputs to the affine computations are non-negative.

By Theorem 2 and Definition 2, if Sphynx determines that the hyper-network
is locally robust, then the network is LDCP. Note that it may happen that
the network is LDCP, but the hyper-network is not locally robust due to the
abstraction’s precision loss.

Running time The running time of Sphynx consists of the running time of
PredHyperNet and the running time of the verifier. The running time of
PredHyperNet consists of the networks’ training time and the time to com-
pute the hyper-networks (the running time of the stopping condition is neg-
ligible). The training time is the product of the number of networks and the
execution time of the training algorithm T. The time complexity of PredInt

is O(K2), where K = |nets|, and thus the computation of a hyper-network is:
O
(
K2 · |W ∪B|

)
. Since PredHyperNet runs K

k iterations, overall, the running

time is O
(
|T| ·K + K3

k · |W ∪B|
)
. In practice, the second term is negligible

compared to the first term (|T| ·K). Thus, the fewer trained networks the faster
PredHyperNet is. The running time of the verifier is similar to the running time
of the MILP verifier [63], verifying local robustness of a single network, which
is exponential in the number of ReLU neurons whose computation is non-linear
(their input’s interval contains negative and positive numbers). Namely, Sphynx
reduces the verification time by a factor of |D|+1 compared to the naive algorithm
that verifies robustness network-by-network.

6 Evaluation

We implemented Sphynx in Python4. Experiments ran on an Ubuntu 20.04 OS on
a dual AMD EPYC 7713 server with 2TB RAM and 8 NVIDIA A100 GPUs. The
hyper-parameters of PredHyperNet are: α = 0.1, the number of trained networks
in every iteration is k = 400, the thresholds of the stopping condition are M = 0.9
and R = 0.1. We evaluate Sphynx on the three data-sensitive datasets described
in Section 2: Adult Census [13] (Adult), Bank Marketing [41] (Bank), and Default
of Credit Card Clients [76] (Credit). We preprocessed the input values to range
over [0, 1] as follows. Continuous attributes were normalized to range over [0, 1]
and categorical attributes were transformed into two features ranging over [0, 1]:

cos
(

π
2 ·

i
m−1

)
and sin

(
π
2 ·

i
m−1

)
, where m is the number of categories and i is

the category’s index i ∈ {0, . . . ,m− 1}. Binary attributes were transformed with
a single feature: 0 for the first category and 1 for the second one. While one hot
encoding is highly popular for categorical attributes, it has also been linked to
reduced model accuracy when the number of categories is high [74,51]. However,
we note that the encoding is orthogonal to our algorithm. We consider three
fully-connected networks: 2× 50, 2× 100, and 4× 50, where the first number is

4 Code is at: https://github.com/Robgy/Verification-of-Neural-Networks-Privacy

https://github.com/Robgy/Verification-of-Neural-Networks-Privacy
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the number of intermediate layers and the second one is the number of neurons
in each intermediate layer. Our network sizes are comparable to or larger than
the sizes of the networks analyzed by verifiers targeting these datasets [69,38,4].
All networks reached around 80% accuracy. The networks were trained over 10
epochs, using SGD with a batch size of 1024 and a learning rate of 0.1. We used
L1 regularization with a coefficient of 10−5. All networks were trained with the
same random seed, so Sphynx can identify the maximal privacy leakage (allowing
different seeds may reduce the privacy leakage since it can be viewed as adding
noise to the training process). We remind that Sphynx’s challenge is intensified
compared to local robustness verifiers: their goal is to prove robustness of a single
network, whereas Sphynx’s goal is to prove that privacy is preserved over a very
large number of concrete networks: 32562 networks for Adult, 31649 networks
for Bank and 21001 networks for Credit. Namely, the number of parameters
that Sphynx reasons about is the number of parameters of all |D|+ 1 concrete
networks. Every experiment is repeated 100 times, for every network, where each
experiment randomly chooses dataset entries and trains their respective networks.

Performance of Sphynx We begin by evaluating Sphynx’s ability to verify LDCP.
We consider three kinds of neighborhoods, each is defined given an input x, and
the goal is to prove that all inputs in the neighborhood are classified as a label y:

1. Membership, I(x) = {x}: safety to label-only membership attacks [11,35,40].
2. DP-Robustness, I∞ϵ (x) = {x′ | ∥x′ − x∥∞ ≤ ϵ}, where ϵ = 0.05: safety to

adversarial example attacks in a DP setting (similarly to [34,46]).

3. Sensitivity , ISi (x) =
{
x′ |

∧
j∈[d]\{i} x

′
j = xj

}
, where the sensitive feature is

i =sex for Adult and Credit and i =age for Bank: safety to attacks revealing
sensitive attributes (like [22,23]). We note that sensitivity is also known as
individual fairness [30].

For each dataset, we pick 100 inputs for each of these neighborhoods. We compare
Sphynx to the naive but most accurate algorithm that trains all concrete networks
and verifies the neighborhoods’ robustness network-by-network. Its verifier is
the MILP verifier [63] on which Sphynx’s verifier builds. We let both algorithms
run on all networks and neighborhoods. Table 1 reports the confusion matrix of
Sphynx compared to the ground truth (computed by the naive algorithm):

– True Positive (TP): the number of neighborhoods that are LDCP and that
Sphynx returns they are LDCP.

– True Negative (TN): the number of neighborhoods that are not LDCP and
Sphynx returns they are not LDCP.

– False Positive (FP): the number of neighborhoods that are not LDCP and
Sphynx returns they are LDCP. A false positive may happen because of the
probabilistic abstraction which may miss concrete networks that are not
locally robust at the given neighborhood.

– False Negative (FN): the number of neighborhoods that are LDCP but
Sphynx returns they are not LDCP. A false negative may happen because the
hyper-network may abstract spurious networks that are not locally robust at
the given neighborhood (an over-approximation error).
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Table 1: Sphynx’s confusion matrix.

Dataset Network Membership DP-Robustness Sensitivity
TP TN FP FN TP TN FP FN TP TN FP FN

Adult 2× 50 93 0 0 7 75 21 0 4 85 10 0 5
2× 100 82 1 0 17 54 39 0 7 75 10 0 15
4× 50 93 0 0 7 11 86 3 0 1 97 1 1

Bank 2× 50 100 0 0 0 100 0 0 0 100 0 0 0
2× 100 99 0 0 1 98 1 0 1 99 0 0 1
4× 50 81 0 0 19 22 62 9 7 2 71 8 19

Credit 2× 50 93 0 0 7 91 0 0 9 92 0 0 8
2× 100 100 0 0 0 91 2 2 5 100 0 0 0
4× 50 91 0 0 9 2 95 3 0 0 96 4 0

Results show that Sphynx’s average accuracy is 93.3% (TP+TN). The FP rate is
1.1% and at most 9%. The FN rate (i.e., the over-approximation error) is 5.5%.
Results further show how private the different networks are. All networks are
very safe to label-only membership attacks. Although Sphynx has several false
negative results, it still allows the user to infer that the networks are very safe
to such attack. For DP-Robustness, results show that some networks are fairly
robust (e.g., Bank 2× 50 and 2× 100), while others are not (e.g., Bank 4× 50).
For Sensitivity, results show that Sphynx enables the user to infer what networks
are sensitive to the sex/age attribute (e.g., Credit 4× 50) and what networks are
not (e.g., Credit 2× 100). An important characteristic of Sphynx’s accuracy is
that the false positive and false negative rates do not lead to inferring a wrong
conclusion. For example, if the network is DP-robust, Sphynx proves LDCP
(TP+FP) for significantly more DP-robustness neighborhoods than the number
of DP-robustness neighborhoods for which it does not prove LDCP (TN+FN).
Similarly, if the network is not DP-robust, Sphynx determines for significantly
more DP-robustness neighborhoods that they are not LDCP (TN+FN) than the
number of DP-robustness neighborhoods that it proves they are LDCP (TP+FP).

Table 2 compares the execution time of Sphynx to the naive algorithm. It
shows the number of trained networks (which is the size of the dataset plus one
for the naive algorithm, and K = |nets| for Sphynx), the overall training time
on a single GPU in hours and the verification time of a single neighborhood
(in hours for the naive algorithm, and in seconds for Sphynx). Results show the
two strengths of Sphynx: (1) it reduces the training time by 13.6x, because it
requires to train only 7% of the networks and (2) it reduces the verification
time by 1.7 · 104x. Namely, Sphynx reduces the execution time by four orders of
magnitude compared to the naive algorithm. The cost is the minor decrease in
Sphynx’s accuracy (<7%). That is, Sphynx trades off precision with scalability,
like many local robustness verifiers do [49,2,70,71,7,25,58,55,57,42].
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Table 2: Training and verification time of Sphynx and the naive algorithm.

Dataset Network Trained networks GPU training time Verification time
naive Sphynx naive Sphynx naive Sphynx

|D|+ 1 K hours hours hours seconds

Adult 2× 50 32562 2436 44.64 3.33 2.73 0.35
2× 100 32562 2024 46.56 2.89 5.24 0.72
4× 50 32562 1464 52.37 2.35 0.33 0.87

Bank 2× 50 31649 2364 41.04 3.06 2.73 0.35
2× 100 31649 2536 41.76 3.34 5.60 0.69
4× 50 31649 1996 49.41 3.11 1.3 1.19

Credit 2× 50 21001 2724 18.72 2.42 2.1 0.35
2× 100 21001 2234 19.21 2.04 3.6 0.64
4× 50 21001 1816 22.67 1.96 0.08 0.75

Table 3: PredInt vs. the interval abstraction and several variants.

Int. Abs. -Transform -Normalize -KDE PredInt

Weight abstraction rate 19.60 55.25 22.89 48.10 70.61

Miscoverage 7.20 5.42 1.5×10−6 2.13 2.49

Overcoverage 1 1.12 299539 1.62 2.80

Ablation study We next study the importance of Sphynx’s steps in predicting an
interval hyper-network. Recall that PredInt predicts an interval for a given net-
work parameter by running a normalization and the Yeo-Johnson transformation
and transforming it into a distribution given by KDE. We compare PredInt to
interval abstraction, mapping a set of values into the interval defined by their
minimum and maximum, and to three variants of PredInt: (1) -Transform:
does not use the normalization or the transformation and directly estimates the
density with KDE, (2) -Normalize: does not use the normalization but uses the
transformation, (3) -KDE : transforms into a Gaussian distribution (as common),
and thus employs a normalization based on the L2 norm. We run all approaches
on the 2× 100 network, trained for Adult. Table 3 reports the following:

– Weight abstraction rate: the average percentage of weights whose interval pro-
vides a (sound) abstraction. Note that this metric is not related to Lemma 1,
guaranteeing that the value of a network parameter of a single network is
inside its predicted interval with probability 1 − α′. This metric is more
challenging: it measures how many values of a given network parameter, over
|D|+ 1 networks, are inside the corresponding predicted interval.

– Miscoverage: measures how much the predicted intervals need to expand to be
an abstraction. It is the average over all intervals’ miscoverage. The interval
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Table 4: PredHyperNet vs. the interval abstraction variant (using K networks).

Dataset Network Network abstraction rate Overcoverage
Int. Abs. Sphynx Int. Abs. Sphynx

Adult 2× 50 77.04 94.55 1.00 4.52
2× 100 55.20 92.82 1.00 2.80
4× 50 58.24 92.22 1.00 2.83

Bank 2× 50 80.06 93.89 1.00 2.54
2× 100 73.21 90.13 1.00 3.21
4× 50 74.80 90.47 1.00 1.93

Credit 2× 50 84.07 95.98 1.00 15.07
2× 100 67.16 90.59 1.00 3.68
4× 50 73.14 93.19 1.00 3.53

miscoverage is the ratio of the size of the difference between the optimal
interval and the predicted interval and the size of the predicted interval.

– Overcoverage: measures how much wider than necessary the predicted in-
tervals are. It is the geometric average over all intervals’ overcoverage. The
interval overcoverage is the ratio of the size of the join of the predicted
interval and the optimal interval and the size of the optimal interval.

Results show that the weight abstraction rate of the interval abstraction is very
low and PredInt has a 3.6x higher rate. Results further show that PredInt

obtains a very low miscoverage, by less than 2.9x compared to the interval
abstraction. As expected, these results come with a cost: a higher overcoverage.
An exception is the interval abstraction which, by definition, does not have
an overcoverage. Results further show that the combination of normalization,
transformation, and KDE improve the weight abstraction rate of PredInt. Next,
we study how well PredHyperNet’s hyper-networks abstract an (unseen) concrete
network with a probability ≥ 0.9. We compare to a variant that replaces PredInt
by the interval abstraction, computed using the K concrete networks reported
in Table 2. Table 4 reports the network abstraction rate (the average percentage
of concrete networks abstracted by the hyper-network) and overcoverage. Results
show that PredHyperNet obtains a very high network abstraction rate and always
above 1−α = 0.9. In contrast, the variant obtains lower network abstraction rate
with a very large variance. As before, the cost is the over-approximation error.

7 Related Work

Network abstraction Our key idea is to abstract a set of concrete networks
(seen and unseen) into an interval hyper-network. Several works rely on network
abstraction to expedite verification of a single network. The goal of the abstraction
is to generate a smaller network, which can be analyzed faster, and that preserves
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soundness with respect to the original network. One work proposes an abstraction-
refinement approach that abstracts a network by splitting neurons into four types
and then merging neurons of the same type [20]. Another work merges neurons
similarly but chooses the neurons to merge by clustering [3]. Other works abstract
a neural network by abstracting its network parameters with intervals [47] or
other abstract domains [60]. In contrast, Sphynx abstracts a large set of networks,
seen and unseen, and proves robustness for all of them.

Robustness verification Sphynx extends a MILP verifier [63] to verify local
robustness given a hyper-network. There are many local robustness verifiers.
Existing verifiers leverage various techniques, e.g., over-approximation [49,2,70],
linear relaxation [71,7,25,58,55,57,42], simplex [31,32,20], mixed-integer linear
programming [63,33,59], and duality [14,50]. A different line of works verifies
robustness to small perturbations to the network parameters [72,66]. These
works assume the parameters’ perturbations are confined in a small L∞ ϵ-
ball and compute a lower and upper bounds on the network parameters by
linearly bounding their computations. In contrast, our network parameters are
not confined in an ϵ-ball, and our analysis is complete if the inputs are (or
processed to be) non-negative.

Adaptive data analysis PredHyperNet relies on an iterative algorithm to pre-
dict the minimum and maximum of every network parameter. Adaptive data
analysis deals with estimating statistics based on data that is obtained itera-
tively. Existing works focus on statistical queries computing the expectation of
functions [17,29,15,16,21,52,68] or low-sensitivity queries [5].

8 Conclusion

We propose a privacy property for neural networks, called local differential classi-
fication privacy (LDCP), extending local robustness to the setting of differential
privacy for black-box classifiers. We then present Sphynx, a verifier for determin-
ing whether a network is LDCP at a given neighborhood. Instead of training all
networks and verifying local robustness network-by-network, Sphynx predicts an
interval hyper-network, providing an abstraction with a high probability, from a
small number of networks. To predict the intervals, Sphynx transforms the ob-
served parameter values into a distribution given by KDE, using the Yeo-Johnson
transformation. Sphynx then verifies LDCP at a neighborhood directly on the
hyper-network, by extending a local robustness MILP verifier. To mitigate an
over-approximation error, we rely on preprocessing to the network’s inputs or
on a lower bound for them. We evaluate Sphynx on data-sensitive datasets and
show that by training only 7% of the networks, Sphynx predicts a hyper-network
abstracting any concrete network with a probability of at least 0.9, obtaining
93% verification accuracy and reducing the verification time by 1.7 · 104x.
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A Kernel Density Estimation

As described, PredInt adapts the Yeo-Johnson transformation to transform an
unknown distribution into a distribution given by kernel density estimation
(KDE) with a Laplace kernel. We next provide a short background and
explain how PredInt uses KDE. KDE is a kernel smoothing technique,
estimating an unknown distribution using a weighted average of neighboring
samples. The weight is determined by a kernel, which is a probability density
function g(·) with mean 0. KDE is parameterized by a positive bandwidth
h, determining the scale of the kernel. The density estimation function is:
f̂y(v) = 1

Kh

∑K
i=1 g

(
v−yi

h

)
. The advantages of KDE is that it can capture

complex densities, and that it converges to the true density when K →∞ and
h → 0. Many popular kernel functions are bounded, making them unsuitable
for our setting, where the goal is to predict the minimum and maximum values.
We thus focus on unbounded kernels. The Gaussian kernel is unbounded,
however it is challenging for computing the confidence interval since the decaying
rate varies. We thus rely on the Laplace kernel g(x) = 1

2e
−|x|, also known

as the exponential kernel. It is especially suitable for our setting because
it has a heavy tail, resulting in a wider interval, leaving room for unseen
outliers. Additionally, computing its confidence interval can be done efficiently.

Technically, the confidence interval is: [ly, uy] =
[
F−1
y

(
α′

2
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=[
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,
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where F is the CDF of the kernel density estimator and yi-s are the trans-
formed values. Note that this is a non-symmetric interval which is wider
than the interval that we would obtain if we assumed the Laplace distri-
bution (without KDE), in which case the interval is symmetric and equal
to:

[
median(y1 . . . , yK)− h · log

(
1
α′

)
,median(y1 . . . , yK) + h · log

(
1
α′

)]
. The

bandwidth h is a hyper-parameter, but it cannot be computed using MLE
because as h decreases, the likelihood increases, not considering any neighboring
samples. Instead, the bandwidth is usually chosen to minimize the error between
the real (unknown) distribution and a distribution given by KDE. However, this
results in a too small bandwidth leading to a too small interval, which will not
abstract well. On the other hand, choosing a too large bandwidth leads to a too
large over-approximation error. To balance, PredInt sets h to be the centered
absolute first moment: h = 1

K

∑K
i=1 |yi − µy|, where µy = median{y1, . . . , yK}.

B Proofs

In this section, we provide proofs.

Lemma 1. Given a parameter w and an error bound α′, if the observed values
w1, . . . , wK are IID and suffice to predict the correct distribution, and if there
exists λ ∈ [0, 2] such that the distribution of the transformed normalized values
y1, . . . , yK is similar to a distribution given by KDE with a Laplace kernel (using
the bandwidth defined in Appendix A), then PredInt computes a confidence
interval containing an unseen value wi, for i ∈ {K + 1, . . . , |D| + 1}, with a
probability of 1− α′.

Proof. Since the normalization and transformation are bijective functions, for
[lw, uw] to contain an unseen value wi, for i ∈ {K + 1, . . . , |D| + 1}, with a
probability of 1− α′, it suffices to show that [ly, uy] satisfies this requirement for
yi. For [ly, uy] to satisfy this requirement, by the computation of a confidence
interval, three conditions have to hold (1) the transformed values y1, . . . , yK
have to be IID, (2) they have to be sufficient to predict the correct distribution,
and (3) PredInt has to have their distribution. Because the normalization
and transformation are bijective functions, conditions (1) and (2) stem from
the assumption that w1, . . . , wK satisfy conditions (1) and (2). To have the
distribution of y1, . . . , yK (condition (3)), PredInt requires the Yeo-Johnson
transformation to succeed. While there is no guarantee, similarly to [77], this
transformation succeeds if its inputs z1, . . . , zK are IID, sufficient to predict the
correct distribution and there exists λ ∈ [0, 2] such that the distribution of the
transformed normalized values y1, . . . , yK is similar to a distribution given by
KDE with a Laplace kernel. The inputs z1, . . . , zK are practically IID because
w1, . . . , wK are IID and the normalization is a bijective function (the only source
of dependence is that given K−1 normalized samples, the last normalized sample
can be inferred). The inputs are sufficient to predict the correct distribution
because we assume w1, . . . , wK are sufficient. Lastly, the requirement about λ is
one of the lemma’s assumptions.
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Theorem 1. Given a network N , its training set D, its training algorithm T,
and an error bound α, if R is close to 0 and M is close to 1, then PredHyperNet

returns a hyper-network abstracting an unseen network with probability 1− α.

Proof. We show that the conditions of Lemma 1 hold, for every weight w and
for α′ = α

|W∪B| , and thus by the union bound, it follows that the hyper-network

provides an abstraction with a probability of 1 − α. Let w be a network pa-
rameter. First, the observed values w1, . . . , wK are IID since each is computed
independently by the training algorithm T when given the training set without a
random sample. Second, the number of observed values is sufficient to predict the
correct distribution, because of our stopping condition. By its definition, if the
stopping condition is true, R is close to 0, and M is close to 1, then all weights’
distributions have converged to their expected distribution. Third, the lemma
requires that there exists λ ∈ [0, 2] such that the distribution of the transformed
normalized values y1, . . . , yK is similar to a distribution given by KDE with
a Laplace kernel (using the bandwidth defined in Appendix A). This holds in
practice because, given IID samples that suffice to predict the correct distribution,
KDE provides a good estimation for an unknown distribution and constraining
λ ∈ [0, 2] practically does not affect this estimation.

Theorem 2. Our extension to the MILP verifier provides a sound analysis. It
is also complete if all inputs to the affine computations are non-negative.

Proof. Consider an affine variable x̂ = W · x + b. Assume its input x is non-
negative. Given the lower and upper bounds on the weights and biases, because x
is non-negative and by interval arithmetic, x̂ is bounded in [lW ·x+ lb, uW ·x+ub].
Moreover, this interval is tight, since the lower bound is obtained when W = lW
and b = lb and the upper bound is obtained when W = uW and b = ub. The
ReLU encoding is identical to [63] and thus soundly and precisely captures its
computation. Similarly, the neighborhood’s encoding and the local robustness
check’s encoding are identical to [63] and are thus sound and complete. If x may be
negative but has a lower bound lx ≤ x, then our encoding bounds x̂ in [lW ·x+lb−
(uW−lW )·max(0,−lx), uW ·x+ub+(uW−lW )·max(0,−lx)]. This bound is sound
because we can write x̂ = W ·x+b = W ·(x− lx)+W · lx+b. Then, we rewrite this
expression as follows: W ·(x−lx)+W ·max{0, lx}−W ·max{0,−lx}+b. Note that
x−lx ≥ 0, max{0, lx} ≥ 0, and −max{0,−lx} ≤ 0. Thus, this expression is upper
bounded by: uW ·(x−lx)+uW ·max{0, lx}−lW ·max{0,−lx}+ub. By rearranging it,
we obtain the upper bound: uW ·x+ub+uW ·(max{0, lx}−lx)−lW ·max{0,−lx} =
uW · x+ ub + (uW − lW ) ·max{0,−lx}. Similarly, we obtain the lower bound.


	Verification of Neural Networks' Local Differential Classification Privacy

